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DDOS-aTtaku Ha
MHPPACTPYKTYPY PMHAHCOBbIX
opraHumsauumn

Asryct 2024,
kenepTHaga rpynna APT no kmbepbesonacHOCTH
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CnukKepbl

OemunpooB Cepren, MockoBckasa bupxa,

[npekTop genapTameHTa onepaLlnoHHbIX PUCKOB,
MHpopMaLMOoHHO 6e3onacHOCTUN U HEMPEPLIBHOCTN OU3Heca

NMawkoB Anekcen, Conap

PykoBoaunTtenb HanpasneHus, LleHTp MOHUTOpKHra v
pearnpoBaHus Ha Knbeparaku

KoHgpatbeB Cepreun, bunamt

[npekTop genaptamMeHTa obravHbIX peLEeHN U CEPBUCOB
KndepobesonacHoCTH

UnbacoB MapaTt, Ak bapc baHk



c]> ouHTEX

ToBecTKa

1.Tekywuin ctatyc npobrnembl B UHAHCOBLIX
opraHusauusax (Cepren lemmao, MockoBckasa bupxa)

2. Barnsapg co ctopoHbl onepatopoB (Conap — Anekcen
[Tawkos, bunanH — Cepren KoHgpaTbLEB)

J

3. OnbIT uHaHcoBown opraHunsauuu (VMinbacos Mapar, ()

Ak Bapc baHk) o O X
0 & ©

4. duckyccua: ObmeH onbITOM peanusauum mep

3awmTbl U npotmBogencTens DDoS-aTakam

5. [NogBeneHue ntoros: NpeanoXxeHnsa no ganbHEULLINM ‘ )
Laram “
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ACCOLMALUS

Summary

1. O A®T no knbepbesy - npopabotaTb BapuaHTbl CUHXPOHM3ALUNM NOAXOA0B K 3aluuTe
OrnepaTtopoB U KITMEHTOB ONepaTopoB — HYXXHbl NPO3payHble N NOHATHbIE MEXaHU3MbI
HaCTPOMKU N NPUMEHEHNA cpeacTB U cuctem 3awmnTtbl ot OLoC.

2. Ol ADT no knbepbesy - uHOpraHN3aumMsam u TeNEKoM onepaTtopam — yyactHukam ADPT
npopaboTaTb BONPOChl 3PPEKTUBHOCTN NMPUMEHEHUA eanHON Ba3a ip-agpecos.

3. Coety apxutektopo APT - paccmoTpeTb 3agady popMUpoBaHUS
TMNoBOW/peddepPEHTHON CXEMbI/apXUTEKTYPbI 3aLlLUUTbl OT aHTUAA0C. Ha ocHOBe CXxeMbl
chopmupoBaTh pekoMmeHgaunm no 3aiure.

4. ADT Hanpasutb B MuHuudpol (n PCTIK) npegnoxeHne no BO30OOHOBIIEHUIO PabOThI
MO KOHTPOSIO 3a perMoHarsribHbIMK onepaTtopamu CBA3M - Kak YacTb paboTbl Mo 3aluuTte
oT DDOS-arak (Ha o6bekTbl KNWN). CoBmecTHasa pabota perynatopos (MuHumdppbl, PKH
n baHk Poccunmn) MoXXeT NoMoYb HanaguTb B3aMMOOeNCTBME MeXay pasnnyHbIMK
oreparopamu.

5. [lpoBecTn crieqytowyo BCTpeYy — CEHTABOPb.



