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WckyccTtBeHHbIM nHTennekt (UMW) ctpemMmnTensHo TpaHCAOPMUPYETCS B HOBYHO
6a3osyto nnarcgopmy ansa scero NT-poiHka. C passutmem U 3akoHOMepHO
YCUIMBAETCS M €ro 3Ha4MMOCTb Kak 0O bekTa 3awmTbl. B otnnyme ot
TpaguumoHHbix N T-cnctem NN-pellieHnsa onnparoTcs Ha gaHHble, obyyaemble
MOZENM 1 3a4acTyr OrpPaHNYEHHO MHTEPMNPETUPYEMYIO NOMNKY MPUHATUS
peLleHnin. ATo hoOpPMMPYET HOBbLIN KIacc Yrpo3 — OT aTak Ha MOLENN U AaHHbIe
A0 3roynoTpebneHnn reHepatmBHbIMM CUCTEMaMK, yTedek vyepes -
NHTepPdENCol, a Takke 40 HEKOHTpormpyemoro nosegeHns VN-areHToB u
npunoxeHunn. B pesynsrate kubepbesonacHocTb A nepecrtaeT ObITb
HULIEBOW TEMOMN N CTAHOBUTCS BaXXHbIM HanpaBieHWEM Pa3BUTUSA PbIHKA
peLleHnin nHpopmaumoHHon 6esonacHoctn (MB).

Oco3sHaBast macuTab 1 CKOPOCTb 3TUX N3MEHEHMIN, B paMKaxX COBMECTHOIo
nccneposaHua pynna komnanun b1 (B1), 'K « Conap», Accoumauuns

®duHTex (ADPT), HiveTrace noctasunu nepeq cobor 3agady NoHATb, Kak
pa3BuBaeTcs pbIHOK cpeacTB 3awuTtbl UK B Poccun n mupe. Mbl onpocunm
nopsigka 60 opraHusaumn 13 pasnnyHbIX oTpacnen, BKIoyas ouHaHcChl, putenn,
MPOMBbILLIIEHHOCTb, TEMIEKOM M MOCYAapCTBEHHbIN CeKTOp B Poccuu.

BaxHO OTMeTUTb, YTO B JAHHOM MCCrieoBaHUN paccmaTpuBaerca 3awmTta M-
CUCTEM OT 3MOYMbILUMEHHWUKOB, KnbepaTtak n cboeB, CNOCOOHbIX HapyLUNTb
paboty UT-koHTypa n GusHec-npoLecchbl KOMMNaHW1, a He HanpaerneHne
Be3onacHoro n aTn4yHoro ucnonb3oBaHusa VA, HaueneHHoe Ha npegoTBpaLleHmne
PUCKOB, Yrpo3 1 NpegHamMe peHHOro UM HenpegHamMme peHHoro Bpeaa
4YeroBeYveCcTBY CO CTOPOHbI MCKYCCTBEHHOMO MHTEMSEKTA.

BTopas Tematuka BaxkHa, HO SIBNSETCA OTAENbHOM ANCUMMITMHON U HE HaXoaMTCS
B ¢pokyce AaHHOro ookymeHTta. BmecTte ¢ Tem 3awmTta W ot knbepyrpos
npeacraenseT cobon BaxHyto Npeanockiiky obuien 6esonacHoctn .

PesynbTaThl nccneaoBaHUsi NOKasblBatoT, YTO MobanbHbIN PbIHOK peLLeHnin
n ycnyr B cpepe knbepbesonacHocTn VN cTpemuTenbHO pa3BuBaeTtcs.
MNosiBNatoTCA HOBbIE pa3paboTymKK, a cyllecTeyowmne segywme Ub-
NMOCTaBLLVMK/ co3aaloT nnatcopMeHHbIe pelleHust U BCTpamBakoT
dyHkumoHan 3awmTbl MW B cBOM NpoayKTbl U yCriyru.

PbiHok B ana U/ B P® HaxoguTcs Ha HavanbHOM CTaanu hopMUpoBaHUS.
MHorne komnaHMmn ToNbKO OCO3HAKT CreLnUKy PUCKOB N NPUCTYNAT K
ajanTtaumm CyLLeCTBYHOLIMX MHCTPYMEHTOB Mo HOBble 3ada4vn. B To xe Bpemsi
y>Xe MPOCNeXnBatTCA KIToYeBble HanpaBneHns passuTus: oopMnpoBaHne
cneumanM3npoBaHHbIX PELLEHUA 1A 3alUTbl Modernen U AaHHbIX, YCUrieHne
KOHTpOs 3a ncnons3oBaHnem reHepatusHoro VI, poct BHMMaHus K Borpocam
yrpasneHnsa pyuckamm 1 KomrnriaeHca.

HecmoTps Ha paHHIOK CTaauio pas3BUTUS, MOXHO OXnaaTb, YTo 3awmTta A
NpeBpaTUTCA B BaXXHOE HarpaBneHne BHYTPU pbiHKa CPeacTB n ycnyr
nHpopMaLnoHHon 6e3onacHOCTU. [nst KOMNaHU 3TO 03Ha4aeT HeEOOXOAUMOCTb
y>Xe cerogHs 3aknagblBatb OCHOBbI 6e30MnacHoro ncnosnb3osannsa U,
onpeaensiTb NPUOPUTETLI MHBECTULMIA U BbICTPanBaTb CTpaTErvio 3aLLnTbl

C Y4E€TOM HOBbIX TEXHOMOM MYECKUX pearnii.

B1, Conap, A®T, HiveTrace
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U ABNAETCA KIMIOYEBOU MIIATOOPMOW PASBUTUA UT BO BCEM MUPE

88%

opraHusauum B Mupe yxe mncnonb3syot U
XOTS1 Obl B OAHOM U3 BU3HEC-PYHKL M

~1,76 TpNH

gonn. CLUA coctasunu obume TpaThbl U
nHeectuumn Ha N n nHdppactpykTypy ang
W B 2025 rogy

>26% 1+ mnpa

Bcex T-TpaT busHeca OyageTt cBA3aHoO C NWN-areHTOB ByOeT akTMBHO paboTtaTb B MUpe
N (MO, ycnyrn, nidpacTpykTypa) kK 2029 . 40+% Bcero npuknagHoro 1O
kK 2029 . oyaet Bknovatb NA-areHToB k 2026—2027 rT.

UcTtounukm: IDC, Gartner, McKinsey CtpaHuua 4



NCKyCCTBEHHbBIN UHTENNEKT CTPEMUTENBHO
npeBpaLlaeTcd B KNOYEBOW 31eMeHT L poBoU
NHGPACTPYKTYPbl aHANOrM4YHO TOMY, Kak paHee
KPUTUYECKM BaXHbIMUK CTanu obradHble nnatgopmel,
MobunbHbIE akocucTemsbl, MO ang aBTomaTmnsaunm
Bu3Hec-npoLeccoB U KOpNopaTuBHbIE CETU.

Yxe B bnvkanwen nepcnekruse donee 4etseptu
Bcex NT-pacxogos 6yayT Tak nnivM nHavye CBs3aHbI
C TEXHOSOMMAMWN UCKYCCTBEHHOIO NMHTESMEKTA.
AHanuMTU4yeckne areHTCTBa NPOrHO3MPYIOT, YTO

k 2030 rogy NN 6ynet 3agencTBoBaH NpakTUYECKU
BO Bcex NT-npoueccax, a oo 25% 3agay 6yayt
BbinonHaTbes MN-cnctemamm aBTOHOMHO.

KomnaHum aktuBHO yckopaoT BHeapeHue V.

Mo paHHbIM «Cisco Al Readiness Index», 6onee 90%
opraHm3aummn Ha psiae PbIHKOB MIaHNPYIOT
passepTbiBaHUe N-areHToB B Grivkanwimne roasi.
OpfHako roTOBHOCTb MH(PPaCTPYKTYpbI, NPOLIECCOB
ynpaBneHns n mexaHmamoB 6e30nacHOCTM OTCTaeT
oT TemnoB BHeapeHus NIA.

OpraHunsaumm no BCEMY MUPY CTankmMBatoTCs
C pearnbHbiMu yrpodamu UA-cuctemam.

McTtouHukm: Gartner, Cisco

Bonee Toro, pucku, ceasaHHble ¢ 6e3onacHocTbio NN, —
3TO cepbe3Hbin Bapbep Ana MacwTabHOro BHEAPEHUS
reHepatusHoro NN (FfenN).

TpaguumnoHHble cpenctea Vb yxxe HegocTaTto4vHbl AN
3awmntbl MN-mopenen n MN-cuctem ¢ 4ONONMHEHHbIM
nonckom no 6asam sHaHum (RAG), aBToHOMHbIX W-
areHToB N 3KocucTeM MHCTpyMeHToB VW, nockonbKy
KIo4eBble YrpO3bl BO3HMKAKT Ha YPOBHE [aHHbIX,
NOrVKM noBeageHnsa mogenem n X caMoCcTosiTENbHbIX
NENCTBUN.

Mo mepe macwTtabmpoBannsa M v ero nHterpaumm

B BM3HEC-NpoLEeCcChbl U CUCTEMbI PUCKN MaHUNYNALMN
3anpocamu, HEKOHTpoNMpyemon paboTbl areHToB,
yTeyek KOHpnaeHUManbHbIX JaHHbIX 1 KOMApPOMeTaLuum
6a3 3HaHuKn 6yayT ycunmBaTbCs.

Oco3HaHne aton NnpobnemMbl BeAeT K POpMUPOBaHNIO
NPUHUMNNAaNbHO HOBOMo Knacca TEXHOSOMMIN pblHKA
B — 6e3onacHOCTN CUCTEM UCKYCCTBEHHOIO
NHTENMEKTa — U K NOSIBMIEHMIO Cneumnann3mpoBaHHbIX
noaxoaos K 3awnte MA-mogenen, npnunoxeHumn

N UHQPaCTPYKTYpbI.
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OPIrAHU3ALUUN NO BCEMY MUPY CEPBE3HO PACCMATPUBAIKOT PUCKI, CBA3AHHDbIE
C U, U YXKE BCTPEYHAIKOTCA C HAMU HA MNMPAKTUKE

T

31%

opraHusaumn cumTaroT cebs NoNHOCTbLIO
CNocobHbIMK 3awmLLaTb areHTckmne M-
CUCTEMBbI

46%

opraHM3auun cYNTalT PUCKN, CBSA3AHHbIE
c 6e3onacHOCTbLIO, BaXXHbIM Bapbepom A1
mMacwtabHoro BHeapeHus NeHNN

Huku: Gartner, CBlnsights

32%

opraHus3aunn B MMpe CTOSIKHYITUCH
c atakon Ha -npunoxeHus
C UCMOJIb30BaHNUEM MPOMTOB

29%

opraHu3auumn y>ke CTOSIKHYNUCb C atakamu
Ha MHGPaCTPYKTYpY npunoxeHun ['eH

CtpaHuua 6



MaHI/IﬂyﬂﬂLI,VIFI nosegeHunem
mMoAernu 4yepel3 BXodHble
AaHHbIe U UHCTPYKLUUU

Bo3gencreue Ha noBeageHne
N-cnctembl vyepes
cneuyarnbHo
cdhopMUPOBaHHbIE 3aMnpoChl,
CKPbITble UHCTPYKL MM UK
BPEAOHOCHbIA KOHTEHT

KomnpomeTtauua mogenen,
paracetoB, RAG-cuctem u
6a3 3HaHuUM

BHeceHne BpenoHOCHbIX
M3MEHEHUI B MOOenNu,
obyyatomne aaHHbIe Unm
6a3bl 3HaHWI, NpuBOAsLLEE K

HeKoppeKTHon, HebesonacHoM

nnun ynpaensemom
3110y MbILLITEHHUKOM paboTte
NN-cuctemsl

McTovHUK: aHanuna nccnegoBare bCckor rpyn bl

YTeUYkn faHHbIX U CeKPeToB
Yyepes 3anpochbl

[MNepenadva B N-cuctemy
KOHUAEHUMAnbHbIX AaHHbIX,
nepcoHasibHON MHGopMaunmn
WUNn CeKpeToB OCTYyNa Yyepes
nonb3oBarenbCcKue 3anpocsl 1

WMHTEerpaumm

YTeuyku gaHHbIX Yepe3s
OTBETbI MoAenu

Packpbitne NA-cncrtemom
YyBCTBUTESTbHOWN MHJDOpMaLn
B OTBETax BCreacTeme
oLwMBoK JocTyna,
ocobeHHocTeNn 0BbyYeHUs Unu
MeXaHW3MOB Movcka u
N3BMNEeYEeHNs OaHHbIX

Puckm aBTOHOMHOIo u
HEKOHTPONMpyemMoro
noBeaexunsa UM-cuctem

BbinonHenne UM-areHtamm m
aBTOHOMHbIMU N-cuctemamm
OLLIMOOYHBIX, HEGEe30onacHbIX
U HECaHKLIMOHMPOBaHHbIX
OencTBMn BCneacTene
aBTOHOMHOCTW,
rannounHaunum nnm
N30bITOYHbIX MOTHOMOYUIA

He6e3onacHasa ob6paboTka
pe3ynbTaTtoB Moaenu

ABTOMaTU4eckoe
NCNOnb30BaHME Unn
ncnonHeHune oreetoB NW-
MOAENN, BKNoYasa HanncaHue
koga, 6e3 NpoBepPKM U
KOHTpOSSA, NpuBoasLLEee K
BbIMNOSIHEHNIO BPEAOHOCHbIX
OEeNCTBUN U KOMNPOMETaunmn
cucTtem

YasBuMocTu mogenemn un
peLleHnn ¢ OTKPbITbIM
MCXOAHbIM KOAOM, PUCKU
ueno4ku noctasok A

Komnpometaumsa NA-cnctem
Yyepes yA3BUMOCTH,
BPEAOHOCHbIE 3aBUCUMOCTHU
NN HEOOBEPEHHbIE BHELLHNE
moaenm, oubnuotekn n -
KOMMOHEHTbI

ATaku Ha mogenu u UUA-
WH(ppacTPyKTypy

Bo3gencreBue Ha mogenu u
nHdpacTpykrypy A c uensto
KpaXku moaernen,
BOCCTaHOBMEHNS 0ByYatoLLmX
AaHHbIX, HapyLLEeHNs1 paboTbl
unmn obxoaga MexaHM3MoB
3aluTbl

HekoHTponunpyemoe,
TeHeBoOe, HapyLuawLuiee
perynupoBaHue
ucnonb3oBaHne UA
MpnumeHeHne MN-cnctem Ges
LieHTPanm3oBaHHOro
KOHTpONs, governance u
compliance-npoueayp,
cosgaroLee puckn HapyLeHus
TpeboBaHuin 6e30nacHoOCTH,
KOHPUOEHUMANbHOCTMU U
perynnpoBaHus

Ucnonb3oBaHune U pns
aBTOMaTM3aumMm Knbeparak un
MOLLEeHHU4YecTBa

MpnmeHeHne NN ona
MacLTabmpoBaHns puLIMHra,
coumarnbHOWN NHXEeHepUN,
reHepaunm BpeaoHOCHOMo
koga, deepfake-atak n gpyrux
dopm KMbGepMOLLIEHHMYECTBA
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MaHunynsuuAa noBegeHMeM Moaenu
yepes3 BXoAHbIe AaHHbIe U
MHCTPYKLUMU
B 2023 roay 66151 Npoge MOHCTPMpOBaH
Kputnyeckmn gedekt B eHNU-
OpUEHTNPOBAHHOM YaT-60Te,
passBepHyTOM kKOoMnaHunen Fullpath Ha
canTe aBTOcanoHa. Ha 6ase metoaa
pONEeBOro MaHMNynMpoBaHusa Obinu
nepeonpeneneHbl 6asoBble CUCTEMHbIE
NHCTPYKumn U (npukas cornawartbes ¢
nobbIMN YTBEPXKAEHNSAMMN KITMEHTA,
dpasa o0 ToMm, YTO AaHHas odepTa
ABNSETCH puan4eckm 06a3biBatoLLen)

KomnpomeTauusa mogenewn,
paraceTtoB, cuctem A ¢ gonnonckom
(RAG) n 6a3 3HaHUM

Basa sHaHum B cuctemax r'eHlAN,
AONOSTHEHHbIX MOUCKOM, —
camocToaTeNbHas 1 NpakTu4eckas
NMOBEpPXHOCTb aTakn. MiccneposaTtenu
pobusanucb 90% ycnexa atak nocne
nobaBrneHus 5 BpeJOHOCHbLIX TEKCTOB Ha
Leneson Bonpoc B 6a3y ¢ MunnMoHamu
OOKYMEHTOB, @ OQHOro «aBTOPUTETHOrO»
AOKYMEHTA XBaTUIO ANS YCNELLIHOM
MaHuNynsALuuM OTBETOM CUCTEMBI

McTovHUK: aHanua nccnegoBare fbCckor rpyn bl

YTeuku AaHHbIX U CEeKPeToB Yepes
3anpochl

B mapTe 2023 roga pykoBoaCcTBO
OVBU3MOHA KPYMHOW TEXHONOrNYeCKOWn
Koprnopaumun paspeLumno NCrnosib3oBaHue
reHW-npunoxeHnn onga peleHus
NPON3BOACTBEHHLIX 3adad. B TeveHne
20 gHen bbI10 3ahMKCMPOBAHO Kak
MVHMMYM TPW HE3ABUCUMbIX UHLUMOEHTA
YTEYKM MHTENSEKTYanbHOM
COBCTBEHHOCTM M CEKPETOB
nponseoacTBa MHTepenc-eBo4a

YTeukn gaHHbIX yepe3 OoTBeTbl
MoAaenu

WccnepoBaTenu («N3BneyeHne
obyyaroLmx gaHHbIX M3 6oMNbLLNX
s3blkoBbIx Mogenen» USENIX Security)
npogeMOHCTPUPOBany BO3MOXHOCTb
n3snekarb N3 6oNbLUIMX A3bIKOBbIX
Mogernen oparmMmeHTbl 00y4aroLLmx
AaHHbIX — NOYTOBbIE agpeca, HoMepa
TenegoHOB, YHUKarnbHbIE CTPOKU TEKCTA
N NepcoHarbHble AaHHbIE  C MOMOLLBIO
cneunanbHo chopPMUPOBaAHHbBIX
3anpocoB

Puckn aBTOHOMHOro u
HeKOHTponupyemoro noseaeHus UU-
cucrtem
Pa3paboTaHHbIN Ans yNpoLleHusa 3agad
nporpammupoBaHuns M-areHT Ha 6ase
nonynsipHoro W MO cymen 3a
CUMTaHHbIE CEKYHAbl CTEPETb BCIO
KoprnopaTuBHy 6a3y OaHHbIX U1
pe3epBHble KOMMN 6Ee3 MHCTPYKUMK Ha
AEencTBne Unu NoaTBep>XaeHne AaHHOro
OENCTBMS, BbICTYMNUB B POSX
BpenoHocHoro 1O

HekoHTponupyemoe, TeHeBoe,
HapyLwatLliee perysimpoBaHue
ucnonb3oBaHue U
B 2023-2024 rr. KpynHeNLLIME MUPOBbLIE
WHBECTOAHKW CTONKHYMNCH C BOJTHOM
«TeHeBoro» ucnonb3oBaHus FreHN.
AHanNTUKN n Tpengepbl MaccoBO Havyanu
ncnonb3oBaTb NyO6NUYHbIE BEG-
MHTEpdENCHI, 3arpyxas Tyda 3aKkpbITyto
KOMME pYe CKYH MHopMaLuo.
KpynHenwne KoHrnomeparbl 6b11m
BbIHYXXOEHbl 9KCTPEHHO 3abnokmMpoBaThb
[O0CTYyN CO BCEX KOPNOPaTUBHBIX
YCTPOWCTB Mop, Yyrpo3om wrpacos

YA3BMMOCTM MOoaenen u peLueHnm c
OTKPbITbIM UCXOAHbIM KOOOM, PUCKK
ueno4vku noctaBsok UA
B koHue 2024 roga koMmnaHus
HiddenLayer 3achukcupoBarna ataky Ha
LLeno4dky noctaBsok M yepes cosgaHue
dukTUBHOro penosntopus Open-
OSS/privacy-filter Ha Hugging Face,
MackupyroLerocs nog opuumanbHbIn
npoekT OpenAl. BpegoHocHoe MO
CKPbITHO U3BreKano naposnu, ansnel
KOHUrypaumm 1 npuBaTHbIE KOYn
KpUMNTOBAarOTHbIX KOLIEbKOB

ATtakn Ha mogenu n UA-
UHpacTPyKTypy

Npynna Nb-nccneposarenen ns Google
DeepMind, ETH Zurich n gpyrux
WHCTUTYTOB NPOAEMOHCTPMPOBAIM
BO3MOXXHOCTb M3BIIEeYEHUNS TOUHbIX
napamMmeTpoB NOCHEeAHEro Cros
HenpoceTu (ee Beca U pasMepHOCTb
CKPbITbIX CrI0€B) KOMMep4yeckux NU-
CEPBUCOB OTNpaBnsAs cepumn
cneuuvarnbHbIM 06pasom
CHOPMUPOBAHHbIX 3aNPOCOB K
ny6nmyHbeim API-nHTEpdencam
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pykoBoautenen B obnactun kmbepbesonacHocTu
MO BCEMY MUPY CHUTALOT, YTO PUCKKN, CBA3aHHbIe ¢ N
HOBOrO MOKOMEHUS, TPEOYIOT CyLLLECTBEHHbIX
N3MEHEHUI B CYLLECTBYIOLMX Nnogxoaax K
Knbepbe3onacHOCTH.

CTpemutenbHoe BHeApeHne CUCTEM UCKYCCTBEHHOTO
nutennekra n M-areHToB, KOTOpble Ha4Yanu nosny4yaTb
AOCTYN K BHYTPEHHUM CUCTEMaM U JaHHbIM KOMMNaHUN,
dopMUpyeT HOBbIN KIacC KNGeppmuckoB 1 CyLLLECTBEHHO
paclmpsieT MNoBepPXHOCTb aTak.

B oTBeT Ha 3T0 Ha rnobanbHOM pbIHKE NOSIBMSAKOTCA
cneunanumanpoBaHHble cpeacTea 3awmnTel W, Cpean
nx: cpeacrtea 3awunTtel U-npunoxeHunn; wno3sbl
6esonacHoro goctyna Kk M n 3awmnta ot TeHesoro UW;
nnatgopmbl 6e3onacHocTn 1 ynpasnenus N -
areHTamu; pelueHuna ons ynpaesneHmnsa 6e30nacHOCTbIO
NWN-apTedhakToB n mogenen; peweHus sawmtbol NA-
CUCTEM [AOMOSTHEHHbIX MONCKOM NO 6a3am 3HaHUI
(RAG) n MN-panHbIX; MO gna Habnogaemoctn n
MOHUTOpUHra N; pelieHna ynpasreHus
naeHTuguKaumnen, npagamm ocTtyna v nonTUKamm
6esonacHoctn ansa MN-areHto n MA-cepBuncos,;
nnatdopmbl ynpasnenma MA-puckamum;

McTouHuk: Gartner

peLleHns aBTOMaTu3npoOBaHHOIO TECTMPOBAHUA
moaenen n M-npunoxeHnmn; npunoxXeHnsa ans
naeHTnduKaumm creHepmpoBaHHoro MN-koHTeHTa.

Mo aMHamuKe pacwmpeHunsa nopTdenen paspaboTymKkos
BMOHO, YTO CTaTU4YECKMX NPOBEPOK Be3onacHOCTH
CTaHOBUTCS HeoCTaTOMHO. TpeHa pa3BMBaETCH B
CTOPOHY MoHuTOpuHra NMN-cuctem n M-areHTos,
TpacCUpoBKN OEVCTBUM U 3anpOCOB, NPUMEHEHUS
nonMTUK 6e30nacHOCTM BO BPEMS BbIMOSTHEHUS,
HenpepbIBHOrO KOHTPOMS 1 BbISABIIEHUS Yrpoa3.

OpHoBpeMeHHO pasBmMBaEeTCs PbIHOK
cneumanmanpoBaHHbIX YCNYr: NPOEKTUPOBaHME
KnbepycTtonumebix MN-apxnutekTyp n cuctem;
TecTupoBaHume 6esonacHoctn UW; nuterpaumsa NN-
NHPPaCTPYKTYpbl B KNaccuyeckne LeHTpbI
mMoHuTopuHra Ub; ayout UN-cuctem; oueHka n
ynpasnenne NN-pnckamm.

Becbma BeposATHO, 4TO B brivkanLume roabl
knbepbesonacHocTb M cTaHeT Taknm xe
obs13aTenbHbLIM 1 BA30BLIM 3MIEMEHTOM KOPNopaTUBHOM
MHPaACTPYKTYPbI LUPPOBLIX KOMNAHUN, KaKUM
cerogHsa sBNSATCA 3awmTa ceten unm obnayvHbix cpes.
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Knaccbl UB-pelueHnin n ycnyrm
B obnactu 6esonacHoctu U

3awmTta UN-npunoxeHun
(MexceTeBble 3KpaHbl ansa UN)

LLinto3bl 6e3onacHoro gocryna k U
M KOHTpONb ucnonb3oBaHusa UA

YnpaBneHue 6e30nacHOCTLIO MOAENEMN,
UU-apTehakToB 1 LLeNOYKM NOCTaBOK
nm

YnpaBneHue coCcTosiHuem
3awmweHHocTn UN-cuctem

Be3onacHoctb MN-areHTOoB, UA-cuctem
B npoLecce BbIMOJIHEHUA

3awuTta UM-cuctem, oononHEeHHbIX
nounckom, n MN-gaHHbIX

HabnopaemMocTb U MOHUTOPUHT
UN-cuctem

UpeHTudmkauus, ynpaBreHue npaBamu
[AocTyna, nofiIuTuKamMm 6e3onacHocCTu

ABTOMaTM3MpOBaHHOE TeCTUPOBaHUNE
mogenen u UN-npunoxeHumn

NpeHTudmkaums creHepmpoBaHHOTO
UN-KoHTEHTa

MB-ycnym B obnactu 6e3onacHocT
NUU-cuctem

McTovHUK: aHanua nccnegoBare fbCckon rpynnbl, CMNCOK y4aCTHUKOB PbIHKa HencyepnbIBao LM U AaH UNNKCTPaTVBHO

OnucaHue

Cpeactea 3awmTbl UN-NprnoXXeHnn n cUcTeM oT MaHMnynsAumMm 3anpocamm, obxoaa
OrpaHNYEeHN, yTedek AaHHbIX U Hebe3onacHbIX OTBETOB MOAENEN

CpencTBa LieHTpann3oBaHHOIo KOHTponsa gocryna k M-cepeucam, MOHUTOpPUHIa
ucnonb3osaHusa M, npegoTepalleHns HECaHKLIMOHMPOBAaHHOTO NpuMeHeHusa
COTPYAHUKAMM N YTEYKN OAaHHbIX

CkaHupoBaHue 1 KOHTponb LienoctHocTu M-mopenen, o6HapyxeHue ysa3BMMOCTEN B BeCax
HenpoceTen, 3awmta MLOps-KoHBEEPOB 1 peno3nTopres pa3paboTky OT OTpaBeHNs AaHHbIX
N HEAOKYMEHTMPOBaHHbLIX BO3MOXHOCTEN (63Ka0pOoB)

CpencTBa MHBEHTapM3aL/MM, OLLEHKM KOHMIYpaLniA, BbISBNEHUS OLLIMBOK HACTPOKKN, aHanmsa
NMOBEPXHOCTN aTakm, KOHTPOMNS TeXHUYECKNX nonntuk 6esonacHoctn A

KoHtponb gencreun A-areHToB, goctyna Kk nHctpymentam, API, aBToHomHoro noeeaeHus W.
MoHuTopuHr, 3awwmTta NMN-cuctem B Xoae BbINONTHEHWS, KOHTPOIIb 3aNpOCOB 1 aHOManui

CpeacTtsa KOHTPONsA AoCTyna Kk 6a3amM 3HaHWA 1 MeXaHM3MaM noucka v n3BnevyeHns gaHHbIX,
npenoTBpalleHns yTeyek AaHHbIX U kKoMrnpomeTauun MIA-koHTekcTa

CpepncTBa XypHanupoBaHusi, TPaCCMpOoBKU, MOHUTOPUHIa nosegenus NW-cnctem
n paccnegosaHnsa A-mHUmMaeHToB

CpencTBa yrnpaBrieHns yY4ETHbIMU 3anMcaMm, NOMTHOMOYMSMMI, NOMNUTUKAaMK AOCTyna
1 goBepeHHbIMY B3anmogenctenamu M-areHtos n MIN-cepsurcos

CpepncTBa oueHku 1 ynpaeneHus -puckamu, BegeHus peectpa NW-mopenen, - NpuUnoXxeHun u
NW-cuctem, obecneveHns cooTBETCTBUSA TpEOOBaHUSAM perynnpoBaHnsi, MPUMEHEHMUS NOMUTUK U
KOHTpOns ncnomnb3oBaHus U,

Cpeﬂ,CTBa aBTOMaTU3NPOBAHHOIO TECTUPOBaAHUA |/|V|-I'IpVIJ'|O)KeHI/1IZ N CUCTEM Ha 06XO,EI,
orpaqueHMM, YTEYKU JaHHbIX, Hebe3onacHoro noeegeHna n yCTOW—IMBOCTM K aTakam

CpencTtBa obHapyXeHus creHepypoBaHHbIX MW n3obpaxkeHui, BUaeo, rofioca u JOKYMEHTOB,
a Takke NPOBEPKM MPOUCXOXKAEHNS LIMPPOBOro KOHTEHTA

[MpoekTnpoBaHme knbepyctonumebix MIN-cuctem, TectmpoBaHme 6e30nacHOCTU, MHTErpaLms
UN-nHdp pacTpykTyphbl B LLeHTpbl MOHUTOpUHra VB, ayaut UNA-cuctem, ynpasneHve UA-puckamu

1 — NproBpeTeHbI KPYMHbIMK roGanbHbIMY Mo cTaBLyukamu VB-pelue Huit

Mpumepbl NOCTaBLWMKOB peLleHnn
nmycnyr

Lakera'!, Prompt Security!, Lasso Security,
PointGuard Al, 360 Digital Security Group (Kutan)

Prompt Security?, Pangea’, LayerX, Grip Security,
PointGuard Al, Acronis (CuHranyp)

Protect Al, HiddenLayer, Robust Intelligence!,
PointGuard Al

Protect Al, Apex Security, Lakera!, Noma Security,
HiddenLayer, Cyata’

Noma Security, Prompt Security!, Pangea’, Apex
Security, Lakera', PointGuard Al, Qi-Anxin (Kntan)

Lakera', PointGuard Al, Prompt Security’, Pangea,
Securiti

Arize Al, Langfuse, WhyLabs, Fiddler Al, Baidu Al
Cloud Observability (Kutan)

Astrix Security!, Veza, StrongDM, Aembit, Huawei
Cloud Security (Kutan)

Mindgard, SPLXAI, Lakera Gandalf', HiddenLayer,
PointGuard Al, 360 Digital Security Group (Kutaw)

Reality Defender, Truepic, Pindrop, Hive, Baidu Al
Content Security (Kutan)

NCC Group, Trail of Bits, HiddenLayer, PointGuard
Al, Mindgard, Protect Al, Akto, SecurelQLab
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Knaccbl Ub-pewieHun n ycnxlm
B obnactu 6e3onacHoctu U

3awwmTta UN-nprunoxeHun
(mexxceTeBble akpaHbl ana UA)

LLinto3bl 6e3onacHoro aocrtyna Kk UA
M KOHTpOnb ncnonb3oBaHusa UA

YnpaBneHue 6e3onacHocTbio moaeneun, UA-
aptedakToB 1 Leno4ku nocraBok U

YnpaBneHue coctosiHnem 3awmuieHHocTn UA-
cucTem

Be3onacHocTb UUN-areHToB, UN-cuctem B
npouecce BbINOMHEHUA

3awumta MNK-cuctem, [ONONHEHHbIX MOUCKOM,
n UM-pgaHHbIX

HabnropaeMmocTb U MOHUTOPUHT
UU-cuctem

UpeHTndukaums, ynpasneHme npaBamu
AOCTyna, nonMTMKkamm 6esonacHoctu ana UA

ABTOMaTU3NPOBaAHHOE TECTUPOBaHMWE
moaeneun u UA-npunoxeHun

UoeHTndukauma creHepupoBaHHOIO
MUU-KoHTeHTa

Ub-ycnyrm B obnactu 6e3onacHoctn UA-
cuctem

Mpumepbl NOCTaBLUMKOB peLueHun
n ycnyr

Palo Alto, Check Point, Fortinet, Trend Micro

Accenture, EY, Deloitte, PwC

VICTOYHMK: aHanu3 nccregoBaTte NbCKou rpynnbl, CMMCOK Y4aCTHUKOB pPbliHKa, COENOK — Henc4yepnbiBatowmne 1 gaHbl UNniucTpaTuBHO

KOMMEHTAPUM

HaunHas ¢ 2023 roga kpynHewnwume nrpoku
rnobanbHoro peiHka b akTMBHO chopMupyoT
cobcTBeHHble NnaTtdopmbl 6esonacHocTn A, B
cpeaHem 3anyctuB ot 3 Ao 5 1 6onee NpoaykToB B
aTon obnactw.

BeHpopbl nHTerpupytot 3awmty A B
CyLeCTBYIOLLME NPOAYKTbl U nraTtdopmbl (B TOM
yucrne obnayvHble, kak AWS, Google Cloud), a Takke
CKynarT creumanmnanpoBaHHble cTapTtanbl:

Palo Alto Networks — npuobperenune Protect Al
SentinelOne — npnobpetrerHne Prompt Security
CrowdStrike — npnobpeteHne Pangea

Check Point — npnobperenne Lakera, Cyata

Cisco — npnobpetenne Robust Intelligence, Astrix
Security

PbIHOK BbICTPO 3BOMIOLMOHMPYET OT 3aLUUTbI
oTaenbHbIX M-mogenen n npynoxeHun Ha 6ase
OonbLUNX A3bIKOBbLIX MOAENEN K KOMMITEKCHbIM
nnartgopmam 3awmtel MN-cnctem Bo Bpems
BbinorHeHus1, -areHToB 1 aBTOHOMHOMN
WHpacTpykTypbl A,
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PbiHOK pelleHuni B cdhepe knbepbesonacHocTn A noka 3apoxaaercs, MosiBUTCA OTAENbHbLIM NUAEP UMW NNOEPLI PbIHKA.
HO Y>K€ MOXXHO OTMETUTbL CKOPOCTb €0 Pa3BUTUS — B TEKYLLIEM rofy pasmep
pbiHKa NpeBbICUT OTMETKY 1% ot Bcero rnobasnbHoro peiHka MbB. C BbicoKoM
CTeneHb YBEPEHHOCTN MOXHO Takke roBOPUTb, YTO PbIHOK NPOXOAUT
CXOXYH TpaHcdopMaLumio, 4To paHee npoLwnun poiHk B obnayHbix
TEXHOSTOMUIA NI MOHUTOPWUHIa U pearnpoBaHna Ha yrpo3bl B (SecOps): ot
Habopa Tou4eYHbIX CPEACTB 3aLLMThLI K POPMUPOBAHMIO MONHOLIEHHOTO MocTaBlmkn MU-cnctem n nnarcdopm NN-paspabotkm camu dopmmpytot
nnatgopmMeHHOro Cros KoproparMBHON 6esonacHoCTu. N NPMOBPETaKT NPOOYKThI BCTPOEHHOW KnbepbeaonacHocTu, NogobHo
ToMmy, Kak Microsoft, VMware n gpyrne BeHaopbl BcTpavsatoT Nb-pelueHuns
B MakeTbl CBOMX NPOrpamMMHbIX MPOOYKTOB.

BesonacHocTb W nocteneHHo cTaHeT YacTbio 6€30MacHOCTU NPUINOXKEHWUIA,
obnakoB, 3aLMTbl aHHbIX, YNPaBneHnsa naeHTudnkaumen

N AOCTYNOM WM NPEBPATUTCS M3 OTAENBHOrO pbiHKa BO BCTPOEHHYO (OYHKLMIO
CyLlecTBYOLWMX Nnargopm Knbepbe3onacHOCTU.

Takoun nogxopn uHTerpupyet 3awmty mogenen, MA-areHToB, AaHHbIX K
npoueccoB ucnonHeHna M B eamHbin KOHTYpP. bonee Toro, No Mepe pocra

aBTOHOMHOCTU VIN-crcTeMm, pbIHOK peLleHunid ByaeT MyurprpoBaTh OT 3aLLmTh Kpome Toro, Ha rnobanbHOM pblHKe HabntoaaeTcsa yCTONYMBbLIN POCT
N-npunoxennn k 3awwmrte M-areHToB 1 fanee K CKBO3HOW 3alumTe MHTEpeca K OTKPbITbIM MHCTPYMEHTaM U peLleHnsm 3awmTbl cuctem A
aBTOHOMHOW VIN-MHPpacTpyKTypbl M KOMMIIEKCHOMY YMPABMEHMIO pUCKamM. C OTKPbITbIM UCXOOHbIM KOAOM: MHCTPYMEHTbI TECTUPOBaHUS 6e30NacHOCTH

mopenen (Garak, PyRIT, AgentDojo), cuctembl 3awmTbl

N KoHTponsa 6onbLlumnx asbikoBblix moaeren (NVIDIA NeMo Guardrails),
cpeacTea MOHUTOpUHra n Habnogaemoctu NA-cuctem (Langfuse, Arize
Phoenix), a Takxxe noaxoabl K MOAENMPOBaHUIO Yrpo3 1 6a3bl 3HaHu 06
PbIHOK TONBbKO hOpMUPYETCS, MOITOMY KOHEYHble nobeanTenu un ero atakax Ha W (MITRE ATLAS)

ByayLiasn CTpykTypa HesicHbl. [Toka MOXHO cdhopMynupoBaTh YeTbipe

BO3MOXHbIX CLLeHapus Unv napannensHble TpaekTopun pasBuTuA:

OpHoBpeMEHHO B MUpe pacTeT BOCTpeOOBaHHOCTb CneLnanm3npoBaHHbiX
ycnyr no ayguty, TeCTUpOBaHUIO K ynpasneHuto 6esonacHocTeio A, a
Takke NOCTPOEHMIO KnbepycTonunBbix apxutektyp A-cuctem.

PbIHOK CKOHLIEHTpMpPYETCHA BOKPYr KPYMHbIX pa3pabotumkoB B-peLieHni, Cepren CanoB
Kak 310 npouaoLuno ¢ obnavHon Vb, EDR/XDR. MapTHep MNpynnbl kKoMNaHun b1, cTpaTternyeckoe KOHCynLTUpPoOBaHue
KOMMaHUN CeKTopa TerlekoMm, Meana U BbICOKUX TEXHOTOrnmn
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YTOBbI MPOAHATIM3SUPOBATb COCTOAHUE PbIHKA YCIYT U CPEOCTB 3ALLUTDI
U B POCCUU, Mbl ONPOCUITU NOPAOKA 60 OTEYECTBEHHbLIX KOMMNAHUMA

~60 41%
pecnoHAeHTOoB KOMMNaHUN

* -
N3 Yncna KpynHbIX KOMNaHW pasHbIX oTpacnem MONMHOCTBIO UMM CKOPEE YAOBMNETBOPEHbI 2" r._". Y A
cTanu yyacTHUKaMu onpoca; 6onblie Bcero TeKyLLMM ypoBHeM 3awwmThl MW, B To Bpems = N e
npeAcTasuTenen uHaHcoson cpepbl kak 40% ckopee He yAOBIEeTBOPEHbI 7 ’ S\ VAYA
N CTPaxOBaHMS, NPOMBbILLMEHHOCTH, pUTeiina VNN MOMHOCTBIO HE YIOBNETBOPEHbI: AT . A
M NEKTPOHHOW koMMepumn, AT elle 19% cumMTaloT, YTO OLIEHMBATL 3PENOCTh N

3alinTbl NMOoKa paHo

23% 49% N 57
KOMMNaHuu KOMMNaHUMn SN T

otmevatoT W cpeau Ton-3 cTpaternyeckmx BblAENsoT GloakeT Ana sawutel MA. Mpu e . _ _
npuopuTeToB, 12% HaabiBatoT NN 3TOM 53% oXupatoT pocT (B bonbLueil A A A
KPUTNYECKN BaXHbIM ANS KMIOYEBbIX 4acCTW YMEepEeHHbIiA) MHBECTULMI B cepy '

npoLeccos; ele 46% cunTatot UU 3awmTtel A B Gnuxanwive 2 roga T

3HAYMMbIM NS OTAENbHbIX MPOLECCOB ' = .
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Cenvac pbiHOK BHeapeHuss M HaxoamnTca B HEOObIYHOWN TOYKeE.
MHorne KomnaHmmn yxe NPUHANN peLLleHne NcKaTb

3 peKkTUBHOCTb B HOBbIX MN-cucTtemax n saanyckartb NUIIOTHbIE
npoekTbl. Mbl HabnogaeMm, kak B 6M3Hece NosiBUNIUCL NEPBbLIE
4YaT-60Tbl N ACCUCTEHTLI, @ COTPYAHMKA MHOMMX KOMMaHNN
nony4Ynnun JoCcTyn K LWMPOKOMY Habopy HenpoceTen ans
pabouunx 3agad.

Kak n B cny4ae ¢ gpyrumm TexHonornsamm, sHegpexne N
Hen3bexHo cBA3aHo ¢ puckamu. CerogHa 31O Npexae Bcero
yTEeYKM JaHHbIX, TEHEBOrO U HEKOHTPONIMPYEMOro
ncnonb3oBaHua M n Bonpoc KOHTPONMPYeMOCTU OTBETOB
MoAdenewn B COOTBETCTBMU C NONUTUKaMM KomnaHun. OgHako
yXe cenyac Mbl BUAUM nepexo K creayowemy atany —

K 6onee aBTOHOMHbIM CUCTEMAM.

XopoLum npumep — KOOUHIoBble areHTbl, KOTOPbIE HE MPOCTO
NoOMOratoT NnucaTb KOf, a CTaHOBATCS BaXXHOM YacTblo npouecca
pas3paboTkM N yXXe MOryT CaMOCTOATENbHO BbIMOMHATb
oTAesbHble 3aa4u.

Mo mepe TOro Kak Takme areHTHble CUCTeMbI ByayT NPoOHUKaTb
B pa3Hble BU3HeC-PYHKUNN KOMMaHWUA N UCMOMNb30BaTbCA

B €XXeJHEBHbIX NpoLeccax, KPUTUYECKN BaXKHbIMWU CTAHYT UX
KOHTpOrb 1 3awmTa. Ham Hy>kHO OyaeT noHUMaTh, Kakue
OENCTBUS OHU BbINOJSHSIOT, HACKOMNBKO YCTONYMBO paboTator,
a TakKe Kakme pUCKU OHW CO3AatoT ANS AaHHbIX, NPOLIECCOB

N UHQPACTPYKTYPbI.

[MaBHas LEHHOCTb HAaCTOSALLEro nccnegoBaHus, Ha MoK B3rnag,
3aKrYaeTca B TOM, YTO OHO pacKpbIBaeT, KakK Kno4veBble
YYaCTHUKM POCCUNCKOIO pbiHKa BUAAT ©6e30MacHOCTb HOBbIX
TEXHOMOrMm Ha Tekywem atane. OTe4eCTBEHHbIE KOMMAHUM
apanTtupytotcs kK UM B HenpocTon cpeae, ¢ orpaHn4YeHnsiMu

MO BbIYNCANTENbHBbIM MOLLHOCTAM U OOCTYNHOCTM MOAENEN.
MosToMy 0COBEHHO BaXXHO MOHATb, KAKME PUCKN DU3HEC YyxKe
CUMTaET 3HAYMMbIMN N KaKOW YPOBEHb 3penocTu gopmMmpyeTtcs
Ha pblHKE

EBreHun KokynkuH
OcHoBatenb HiveTrace
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OTpacneBasi CTpyKTypa pecrnoHAEeHTOB,
% OT OOLUMX OTBETOB

CTpyKTypa pecrnoHAEeHTOB No pa3mepy KOMNaHUM,

% OT OOLMX OTBETOB

KOMMEHTAPUMU

27%

2%
.2%

12%

15%

®uHaHcbl / 6aHkK / PUHTEX N CTpaxoBaHue
Il MpombILnNeHHOCTb / NPOU3BOACTBO
Puteiin / aneTpoHHas KoMMepLust
nT
Bl TpaHcnopT / nornctuka
I Tenekom / megua
O6pasoBHuKe / Hayka
['oc cekTOp
I Mpouve otpacnu

MCcTOYHKK: pe3ynbTaTtbl aHKEeTUP OBaHUA

12%

35%
21%

10 000 v 6ornee coTpyaHNKOB
Il 2 000 — 9 999 coTpyaHVKOB

MoNUTUK KOHTPOMNS HET, UMK OHN HE JOBEAEHbI
10 COTPYOHNKOB

MeHee 500 coTpyaHukoB

Cymma fionew moxeT He paBHATbCA 100% un3-3a okpyrneHui

B onpoce npvHanu yyactue
PECNOHAEHTOB N3 pa3HbIX OTpacrien.

Borblue Bcero pecnoHgeHToB 13 Taknx
oTpacnen, Kak MHaHCOBbIN CEKTOP,
MNPOMbILLIIEHHOCTb, PUTENN U
3NeKTPOHHas KOMMeE pUUSL.

OcHoBy naHenun cocTaensAwoT

npodunbHble Nb-ponu: - CISO,
— pyKoBOAMTENWN HanpaBfieHUn
Vb, — apXuUTeKTOpbl / UHXKEHEPDI.

B naHenu npeacrtaBneHbl ponu,
cBsa3aHHble ¢ M v gaHHbIMU: —
pykoBoauTenu Hanpasnenui A /
AaHHbIX, YTO NO3BOMAET YYMUTbIBATb
notpebHocTn nnaepos NN-mHuumatme.

BonbLWWHCTBO pecrnoHAeHTOB ( )
NpeacTaBnsaloT KPYrHble KOMMNaHUN C
YUCNEHHOCTbIO OT COTPYOMKOB,
YTO MOBbLILLAET PeNeBaHTHOCTb
BbIBOOOB AJ151 KOPNOPATUBHOIO pblHKA.
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PGSyJ'IbTaTbI oripoca rnokasblBatkoT, YTO KpyrHble oTe4EeCTBEHHbIE KOMMaHNN

adKTUBHO MHBECTUPYIOT B TEXHOIOI nn. pecrnoHaeHToB
MCNONb3YHOT, NMUITOTUPY 0T W vnn cymtatoT ero 3Ha4mmbiM ang OusHeca.

ONnpoOLUEHHbIX cunTaroT U Ton-3 cTpaTternyeckum npuopmuTeTom
WM KPUTUYECKM BaXKHOW TEXHOMNOTMEN OIS KINHoYeBbIX NPOLIEeCCoB, eLle

BblaensaoT W kak BaXXHbI aneMeHT Anst oTaerbHbIX Ou3Hec-
npoL,eccoB.
Haunbonee pacnpocTtpaHeHHble Tunbl ucnonsdyemoro NN — 6onblune
a3blkoBble mogenm / l'eH N, A-cuctembl 4ONONMHEHHBIE MOUCKOM
n - areHTbl. M Ha 6a3e 60onbLumX S3bIKOBbIX MOAENEN UCMOSb3Y T
OMpPOLUEHHbIX KOMNaHnn, MN-cnctembl 4OMOSHEHHbIE MOUCKOM
(RAG) —
NW-areHTOB C OOCTYNOM K CUMCTEMaM —

, MOYTU NONOBMHA OrNMpOLLUEHHbIX KOMMaHun ncnonb3yet

Mpn aTOM YpOBEHDb YAOBNETBOPEHHOCTYM 3awmnTon NN octaercs
HEOOHO3HaYHbIM: KOMMaHWA NOSTHOCTbIO UK CKopee
YAOBMNETBOPEHbI TEKYLLMM YPOBHEM 3awmThl. Elle ckopee
He yOO0BneTBOPEHbI, a MOMHOCTbBIO HE YAOBNETBOPEHbLI YPOBHEM

3allunThl; CHUTAalOT, YTO OLEHMBATb 3PESNIOCTb MNMOKa pPaHo.

OpraHvl3aL|,|/||/| yXe CtalriknBaroTcqa ¢ MHUMAEeHTaMWn, CBA3aHHbIMA

¢ ucnosnb3oBaHuem . Takmne cnydyan orMeTunm pecnoHaeHTOoB.

MCcTOYHKK: pe3ynbTaTtbl aHKEeTUP OBaHUA

Ton-10 HanpaBneHun ucnonb3oBaHusa UU,
% OT oOLMX OTBETOB

10

BHyTpeHHI/Ie NOMOLLUHUKA N MOUCK
Mo KoprnopaTtuBHbIM 3HAHUAM

ABTOMaTM3auns 06paboTkm AOKYMEHTOB

KnmeHTtckne yar-00thl 1 KOHTaKT-LUEHTPbI

AHanMTKa 1 NporHo3npoBaHne

Mopoepxka paspaboTtkm MO

NN kak yacTb npoaykTa ons KnneHToB

Mcnonb3osaHue VA B npoueccax Vb

NN ons npunoxxeHUn KOMMNbOTEPHOrO 3peHns
1 BUOEOaHaNUTUKN

MapKeTVI HI U nepcoHarnn3auund

CoTpyaHUKKM YacTHbIM NopsaKkoM ucnonbaytoT YN,
LeHTpann3oBaHHOW MOMUTUKA HET

Cymma fonen moxet He paBHSATbCA 100% 13-3a OKpyrneHui

15%

12%

1%

10%

10%

8%

7%

7%

6%

)
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OcHoBHble Moaenu pasBepTbiBaHua UN,
% OT OOLUMX OTBETOB

7%

9%
40%

B 3akpblTOM / YaCTHOM KOHTYpe
Il M6puaHbIN noaxon
Bo BHewHUx NN-cepBurcax ¢ orpaHn4eHUSAMuU
Bo BHewHux NN-cepBurcax 6e3 orpaHn4eHnm
B Monxop noka He onpepeneH

MCcTOYHKK: pe3ynbTaTtbl aHKEeTUP OBaHUA

KoHTponb «TeHeBoro ucnonb3oBaHua» UA
coTpyAHUKamMu, % ot obLMx OTBETOB

KOMMEHTAPUMU

21% 30%

AN

PaspelLLeHo C MOHUTOPUHIOM 1 KOHTPONEM
Bl Paspeluenbl Tonbko yTBepxaeHHbIe N- cepauchl

MoNUTUK KOHTPOMS HET, UMK OHN HE J0BEAEHb!
[0 COTPYOHNKOB

dopmarnbHo paspeLleHo, 6e3 TEXHUYECKOTO
KOHTPOIS

B MonHocTbio 3arnpeLleHo 1 TEXHNYECKN BrioknpyeTcs

Cymma fionew moxeT He paBHATbCA 100% un3-3a okpyrneHui

PEeCrnoOHAEHTOB NCMNOMb3YHOT
3aKpbITbIN NN TMOPUAHBLIA KOHTYP,
YTO YKa3bIBaeT Ha CTpeMIieHne
orpaHu4yMBaTb nepegady LaHHbIX BO
BHeLWwHne VN-cepBuUchbl n cucteMbl.

KOMMaHW HaxoOoaTcsi B cnadbomn
30HE KOHTpOss ucnonb3osaHns A
COTPYOHMKaMU MOSUTUKN OTCYTCTBYIOT,
He [OBedEeHbl O COTPYAHMKOB U
ncnonb3oBaHne N paspelueHo 6e3
TEXHNYECKOrO KOHTPOMA.

KoHTpOnb TeHEBOIO NCNONbL30BaHUS
BXOAMWT B MPUOPUTETLI Ha Bnnxanmm
rog Ang PECNOHAEHTOB. JTO
NOATBEPXOaAEeT, YTO
HEKOHTPONMPyeEMOE UCMNONb30BaHWE
W cTtaHoBUTCA OTAENbHbLIM
HanpaeneHMem 3allnThbl.

@PyHKUMIO KOHTPOSA JOCTyna

1 GrIOKNPOBKM CTOPOHHMX
HeaBTOPM30BaHHbIX MN-MHCTpyMeHTOB
CUYUTAIOT LIEHHOM PEeCNOHOEHTOB.
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HanbGonee kputnyHbie puckn ana UA-cucrtem,
% oT pecnoHaeHToB U % OT obLLEero YMcra oTBETOB

Ton-10 mep 3awmTbl U, KOTOpLIE YXKe peanu3yroTcAa B OpraHu3auusx,

% OT pecrnoHOeHTOB

YTeuka gaHHbIx yepes A 81%

lannwoumHaumn, HeaAeTeEPMUHUPOBAHHOCTb

N HEKOPPEKTHas reHepaums 60%
KOHTEHTA

KomnpomeTauus AaHHbBIX 1 549
NCTOYHUKOB 3HAHWN

PerynsatopHble 1 KoMnnaeHc-pucku 47%
"OTpaBneHne" gaHHbIX N1 Moaenemn 42%
3noynoTtpebneHne n HeaBTOPN3OBAHHbIE 429
nemcteust A-arenToB -
MaHunynaums nosegeHnem

nn

Opyroe 9%

MCcTOYHKK: pe3ynbTaTtbl aHKEeTUP OBaHUA

22%

16%

16%

13%

12%

12%

8%

2%

10

KoHTponb ncnonb3oBaHus VA cotpygHukamum,
yrnpasneHne gocrynom Kk M-cuctemam

O6y4eHune coTpyaHumkoB 6esonacHomy
ncnosnb3osaHuno NN

3awmTa gaHHbIX npu padote ¢ A
(NpepoTBpaLLeHne yTevek, MacknpoBaHue, obesnninBaHune)

XKypHanunpoBaHue n ayguT padotsl A

OrpaHunyeHuna u wno3abl ana MA-cepsucos
duneTpaums 1 KOHTPOrb 3anpocos kK N
(3awmTa oT MaHUNYNAUMIN U aTak Ha 3anpochl)

KoHTponb paboTbl aBTOHOMHbIX NN-peLLeHnn
n -areHToB (GencTBus, MHCTPYMeHTLI, API)

YnpaBreHue Xn3HeHHbIM Lnknom moaenen U (sepcum,
yTBEPXAEHNE, NyOnNMKaumns, OTCrnexnBaHme Ka4ecTsa BO BPEMEHN)

WHTerpaumsa cobbitun A B LLEHTP MOHUTOpPUHIa
6esonacHocTn (SOC)

3awmTa UCTOMHUKOB 3HAHWIW U OaHHbIX, BKNOYas NPOBEPKY
Ha Halin4me BPEOAOHOCHbLIX N BBOOALLNX B 3a6ny>|<,u,eHme OaHHbIX

Cymma fionew moxeT He paBHATbCA 100% un3-3a okpyrneHui

65%

65%

53%

51%

46%

42%

37%

33%

32%

30%
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KOMMNaHW n3mepsatoT apdekTMBHOCTL Mep no 3awmte N

pecnoHaeHToB UCMOJIb3YHT NW-areHTOB C AOCTYINOM K CUCTEMaM,

npyn 3ToM PECMNOHAEHTOB OCYLLECTBMSAIT KOHTPOMb paboTbl aBTOHOMHbIX
NWN-pewennin u -areHtoB (oencteud, MHCTpPYMeHTbI, API)

pecnoHaeHToB nmetoT nonutukn Mb ansa NN, CYUTaloT 3TO
NPUOPUTETHLIM HanpaBfieHneM

Cpeaun OCHOBHbIX NpuMopuUTeToB 3awmnTbl MU Ha Gnukanwumin rog
(% oT yMcna onpoLeHHbIX KOMNaHWUN):

1.  Wcnonb3oBaHne NN B 3akpbITOM KOHTYpE ( )

2. 3awwuTta gaHHbIX 1 3HaHWUNA ( )

3. dopmupoBaHmne cTpaTternm n nomTunk sawmtsl A ( )

4. KoHTponb «TeHeBOoro mncronb3oBaHnsay VW cotpygHukamm ( )
5. 3awwurta NW-areHToB ( )

6. MoHuTopuHr n pearnposaHune / SOC ( )

MCcTOYHKK: pe3ynbTaTtbl aHKEeTUP OBaHUA

B3rnapn 3KCnNeEPTA U YYACTHMUKA PbIHKA

Mbl CTPOMM 3LLENOHMPOBAHHYIO 3aLLMTY BOKPYT MCNOSNb30BaHUA
"eHNN. Ba3oBbI ypoBeHb — 3awuTa 'eHW npunoxeHunin —

MOy bHOE peLLeHne, KOTOpoe MackMpyeT KOH(UAeHUManbHbIe
AaHHble, BriokMpyeT HexenaTernbHy nepegadvy BOBHE U
NPOTUBOLENCTBYET NPOMT-UHBEKLMAM. [MOHMMaeM, YTO TOYEYHOM
ounbTpaumm HegoCTaTOMHO, NO3TOMY aKTUBHO pa3BMBaeM
MOHUTOPUHI N NOBEOEHYECKUIA CKOPUHT COTPYAHUKOB. OTO AacT
NPO3padHyo0 KAPTUHY U NO3BOMUT BbISBMASATbL CUCTEMATUYECKME
nonbITKN o6xoaa npasuin.

Cnefyowmni BbI30B, K KOTOPOMY Mbl FOTOBMMCS Y»Ke celyac, — pocT
aBToHOMHocTU N-areHTOoB. ECnu paHbLULe peyb Lwna B OCHOBHOM O
3awmre nHopmaumu, To 3aBTpa areHTbl CMOryT BbIMOSTHATb
pearbHble JEeUCTBUS: OT yaaneHus 4aHHbIX O USMEHEHUN B
MHpacTpykType. B nHaycTpum yxe oUKCUPYHOTCA MHUMAEHTBI, Koraa
aCCUCTEHTbI HEKOPPEKTHO MHTEPNPETMPOBaNM KOMaHabl U HAHOCUNK
ywep6. 3To hopmMmnpyeT HOBbIW Knacc yrpos, U Mbl hOKycrpyeMcs Ha
NPOaKTUBHbLIX Mepax — 3aknagbiBaeM 3awuTy oT NogobHbIX
CLleHapu1eB Ha YpOBHE apXMTEKTYpPbl HALLMX peLLeHniA

HeHuc CyntaHoB

PykoBoguTenb ynpaBneHus 6esonacHocTu npunoxeHun, KC
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N yxxe BoCnpuHMMaETCS Kak 3Ha4YMMbIA SreMEHT
umdpoBor TpaHcdopMaummn 6usHeca. [na
pecnongeHTos VA BxoguT B YMCNO TpeX rMaBHbIX
cTpaTernyeckmx NPpUOPUTETOB OpraHn3auum, eLle
ans OH KPUTUYECKN BaXKeH B KITHOYEBbIX
BGu3Hec-npoueccax. ATo o3HayaeT, 4YTo bonee
TPETU OpraHu3aumn yxxe HaxoaaTcsa B 30He, rae
HapyweHuns 6esonacHocT MM cnoCoOHbI
oKasblBaTb NPsiMOE BIMSHNE Ha BruaHec-
pesynbTaThl.

Hanbonee pacnpocTpaHeHHble cLeHapun
NPUMEHEHUsT — 3TO BHYTPEHHME KOPrnopaTUBHbIEe
MOMOLLHMKM, NMOUCK NO 6a3am 3HaHW,
aBTOMatu3auns obpaboTkm JOKYMEHTOB,
KIYEeHTCK1e YaT-00Tbl, aHanWUTVKa 1 NoanepxKa
pa3paboTkn NporpaMMHOro obecrneveHns.

Cpeam ucnorb3yeMblX TEXHONOMMA JOMUHUPYIOT
6onbLlume a3bikoBble Mogenu, N-cuctembl

C JONOSMHUTENBHBLIM MOUCKOM MO KOPropaTUBHLIM
6asam (RAG) u knaccuyeckme mogenu MalUnMHHOro
oby4yeHus. Mpu aTom yxe OMNPOLLEHHbIX
opraHu3auumn UCnosib3yroT

NWN-areHTOB C JOCTYNOM K KOPNopaTnBHbIM
CUCTEMaM, YTO CYLLECTBEHHO pacLumpsieT
noTeHUMarnbHy NOBEPXHOCTb aTtak.

B apXuTEKTYpHOM MNraHe pbIHOK AEMOHCTPUPYET
OCTOPOXHbI NOAXO0[;: 3HAYUTENBHOE YMCIIO CUCTEM
pa3MeLLaeTcs B YaCTHOM KOHTYpe.

Hanbonee 3Ha4MMbIMK puckamun ans COBCTBEHHbIX

MICTOYHUKM: aHann3 nccnegoBaTe fbCKoWn rpynnbl, pedynbTaTbl aHKETUP OBaHUA

NN-cmucTem pecrnoHOeHTbl CHUTAOT YTEYKY AaHHbIX
yepes3 VA, rannoumHaumm n HEKOPPEKTHYHO
reHepaumto KOHTEHTa, KOMMPOMETaLUNO
NCTOYHMKOB 3HAHWI U OAHHbIX, PEryNnATOpPHbIE
PUCKN, «OTPaBMeHNE» AaHHbIX U MOAEnen, a Takke
HecaHKLMOHNPOBaHHble aencteus NN-areHToB.

Tonbko opraHusauun paspeLlatoT
ncnons3oBaHne M ¢ MOHUTOPUHIOM M KOHTPOSIEM,
Toraa Kak B KOMNaHun Nnubo oTCyTCTBYET
TEXHUYECKNI KOHTPOSb, SIMBO OTCYTCTBYHOT
NONUTUKK ncnonb3osanus N BoobLue. 3to
yKasblBaeT Ha pa3pbiB MeXay akTM4eCKum
ncnons3osaHnem UM cotpyaHukamm mn
CYLLECTBYOLLMMUN MEXaHU3MaMN ypaBneHns
prcKkamu.

MccnepoBaHue Takke BbIABUIMO paspbiB Mexay
ypOBHEM BHeApeHusa TexHonornn A n ypoBHem
BHeZpeHUs creumanm3ampoBaHHbIX Mep X 3aLiuUTbl.
Tak, UN-cnctembl ¢ MOMCKOM MO KOpnopaTtuBHbIM
6asam ncrnonb3yT ABE TPETU PECMNOHAEHTOB,
O[HaKO Mepbl MO 3aLMTE NCTOYHUKOB 3HAHUI
BHEeApPEHbI N1LWb Y

NWN-areHTOB NpnMeHsitoT PEeCnoHOEeHTOB,
TOrga Kak cneumanmavpoBaHHbIN KOHTPOSTb NX
AEeNCTBMM peanu3oBaH TOMbKO Y

bornbLne a3bikoBblE MOAENN NPUMEHANT bonee
yem 4 pecrnoHaAeHToB, B TO K& BpeEMA MEXaHN3MblI
3alNTbl JaHHbIX BHEOPAKOT TOJIbKO MNopAaKa g

LUM03bl, OUMLTPaUMIO U KOHTPOSb 3anpocoB AJs
NN — meHee NonoBMHbI, MOHUTOPUHI NOBEAEHNS
Mogernen n TeCTMPOBaHUS NX YCTONYMBOCTM
peann3oBaHbl NULLIb Y NPUMEPHO YETBEPTU
OopraHusaummn.

HecMoTps Ha BbICOKMW yPOBEHb OCO3HaHUS PUCKOB,
npakTudeckas 3penocTb kmbepsawmTtsl M cnctem
OoCcTaeTCs OrpaHnyYeHHon. TonbKo y

opraHusaumin yxke cyliecTByeT hopmanusoBaHHas
nonutuka 6esonacHoctn I, Torga kak y
B6onbLmMHCTBA ( ) OHa Haxo4uMTCs Ha cTaauu
pa3paboTkn. Hanbonee pacnpoctpaHeHHbIe Mepbl
3awWmThbl CBSA3aHbl C KOHTPONEM UCnonb3oBaHusa A
COTPyOHMKaMK, yrpaeneHnem AOCTYMNoMm,
oby4yeHnem nepcoHana v 3aWwmTon AaHHbIX.

B uenom pesynbTaThl CcCneaoBaHUA NOKasbIBatoT,
4YTO POCCUNCKNE OpraHM3auunn yxxe paccMmaTtpuBaroT
W kak BaXkHbI BU3HEC-MHCTPYMEHT M OCO3HAIOT
CBSi3aHHble C HUM puckn. OgHako BHeLpeHune
TexHonorun N onepexaer pasButne MexaH3moB
nx 3awmTbl. Hanbonee BblpaXeHHble AenUnThI
HabntopatoTcs B 06nacTax 3awuTbl 60nbLMX
A3bIKOBbLIX MoAenen, 3almuTbl CACTEM

C MOMCKOM MO KOPNopaTUBHbLIM AAHHbLIM

n 6esonacHocTn UN-areHTOB. VIMEHHO aTK
HarnpasneHns, BEPOATHO, CTaHYT OCHOBHbIMU
ApariBepamMun pasBUTUS PbIHKA YCITyT N peLleHni
knbepbesonacHocTn A B Bnwkanwime rogpl.
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PesynbTtaTbl nccnegoBaHus 4OBOMBbHO XOPOLLO MOKa3bIBAKOT pearbHyo
kapTnHy: N yxe daktnyeckn ncnonbsyeTcs B BusHec-npoueccax, HO
6Ge30nacHOCTb 3a 3TMM NoKa He ycneBaeT. [1o4T NoNoBMHA KOMMNAaHN CYNTaeT
N BaxkHbIM 48 OTAENbHbIX NPOLECCOB, a AN YacTu OH Y>e CTaHOBUTCA
KPUTUYHBIM UK CTpaTerndeckum HanpaeneHmneM. [Npr 3TOM NOMHOCTbIO
A0BOMNbHbI TeKyw MM ypoBHeM 3awmtbl M Bcero 9%, a 40% npsmo roBopuT,
YTO CKOpEee M MOSTHOCTLH0 HEOQOBOSbHbI UMW HAaXOOATCS B MOMCKE PeLLeHMs.

[Ana MeHs 30ecb rnaBHbIN BbIBOA, Takon: M yxe yxoguT B NpO4akLUH, HO BO
MHOIMX KOMMaHUSAX 3TO NpomncxoauT BbICTpee, YeM MOSIBNSIETCS CTparerusi ero
3awmTbl. TO eCTb OM3HEC yXXe UCMOosSb3yeT MOLENWN, CEPBUCHI, aCCUCTEHTOB,
aBTOMaTn3aLuuo, a BONPOChI BPOA4E OTBETCTBEHHOCTU, KOHTPOSS,
TECTUPOBAHNSA, MOHUTOPUHIA N OLIEHKN PUCKOB YacTO OCTaOTCS HA BTOPOM
nnaxe.

XOpoLwo, YTO PbIHOK yxe BuauT npobrnemy. Hanpumep, 6onee 40% komnaHumn
paccmarpvBaloT BHEAPEHWE CNeumanm3npoBaHHbIX OTEYECTBEHHbIX PELLEHMN
ansa 3awmtbl M. Ho noka 3To 4acTo BbIrMsanT Kak OTAeNbHbIE MHMLMATMBBI:
roe-To YTOo-TO NPOBEPUNN, TAE-TO KyNUIM MHCTPYMEHT, r4e-To Havanu
obcyxaatb peagTMMUHL. A CUCTEMHOTO NMOAXOAA BO MHOIMX CIlyyasix eLle Her.

Ha mon B3rnsg, paspbiB MOXXHO COKPaTUTb TONbKO ECINY CMOTPETL Ha
Be3onacHocTb MM He Kak Ha OAWH MHCTPYMEHT, @ Kak Ha NOSTHOLEHHYHO
yrnpaBneH4YecKyto 1 TEXHNYECKYI0 3afady. HyXXHbl cTpaTterns, NoHATHbIE 30HbI
OTBETCTBEHHOCTU, 00Oy4YeHne KoMmaH, UHBeHTapusaumns MA-cueHapues u
perynapHasa nposepka MM-cuctem Ha yctonvmocTb. MiHade 6e3onacHOCTb BCe
BpemMs OyaeT Matmn crnegom 3a BHegpeHueM, a B cnydae ¢ A aTo cnuwkom
MeaneHHas no3nuus

AnekcaHpp Llenunos

OupekTop HanpaBneHns obecnevyeHns MHOpMaLMOHHOMN 6e30MNacHOCTH,
PocTtenekom

Mbl BUAnM, YTO OCHOBHOW 3anpoc busHeca B cchepe kmbepbesonacHocTn VA
noka ccpokycupoBaH BOKPYr TPEX HanpasfeHW: 3almTa AaHHbIX OT
nocneacTBun ucnonb3oBaHna UN; 3awmTta camoro UM ot Hapywutens
(oTpaBneHne gaHHbIX 1 NPOMNT-UHBEKLMN); 3aluTa OT aTakyrowero UW.

B vactu 3awmTel 0T nocneacteum ncnorb3osaHna VA mbl ccoopmynmpoBanm
ana cebs 5 6asoBbix Npasun 1. MaeHTMYHoOCTh: MN-areHT gomkeH nMmeTb
YETKYI0 POrib, NpaBa, OrpaHUYeHHbIN Kpyr gocTyna. 2. Knaccndmkaums
AaHHbIX U DLP. 3. OTcnexmBaemMocCTb: NIOrMpoBaHue BCEX OENCTBUN U
peweHnin mogenu 4. HeratuBHble TecTbl: NnpoBepka W nepen nonyckom B
KOHTYP Ha MPOMMT-UHBEKLMN, NOMbITKA YTEYKN Yepe3 KOHTEKCT U
ranmouHaummn. 5. ApXMTEKTYPHbIN NaTTepH: NPOEKTUPOBaAHUE CUCTEM TakK,
4YTOObI UCKIMIOYNTL PUCKN KOMMPOMETALMUN JaHHbIX.

Kpome Toro, 61U3HeCcy Hy>KHO Hay4UTbCS MO-HOBOMY peLlaTb HECKOMbKO
KnaccoB 3agad. OTo 6e3onacHas TpaHcdopmaumusa NpoLeccoB pa3paboTkm
MO: («BanbkoanHr» 1 areHTcTkasn paspaboTka), BHEAPEHME NpaBun ObLLEHNS
C Ny6nNnYHBIMU HEMPOCETAMM, a Takke KOHTPOSb Tpadmka ¢ MoMoLLbo BED-
o308 6e3onacHocTu. OTaensHO cTounT 3agada 3awmTel U-mogenen ot
«OTpaBrieHns» AaHHbIX. HakoHel, koHTposnb UN-areHToB BHYTPU KOMMaHUU
— 3TO HOBas CYLHOCTb. [1oABNAETCA HOBbINM CyObEKT, KOTOPbI HapaBHe C
nonb3oBarensiMmn B3anMo4eNCTBYET C BusHec-cnctemamn. BaxHo
pasrpaHMYnBaTb UX NpaBa U OTCNEXNBaTb, KakMe YYeTHbIE 3arnucu areHT
NCNOMb3YET, Kyaa UMeeT A0CTYN, Kakon nHdopmMmaumen obMeHMBaEeTCA N Kakue
aKTUBHOCTU BbINOSIHAET BHYTPU CeCCUm

MBaH BaccyHoB
OunpekTop LleHTpa TexHonorum kubepobesonacHoctu, NK «Conap»
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OTBeTCTBEHHbIN 3a KMbep3awmTy cuctem U B opraHusauum,
% OT OOLLMX OTBETOB

PykosoguTtens Vb

CoBmecTHada otBeTcTBEHHOCTb B, UT nnu NMN-paspaboTku 27%
NT- / UN-paspaboTka 9%
OTBEeTCTBEHHbLIN He onpeaeneH 5%
3aTpyaHsaCb OTBETUTb 4%
Pykosogutens NN 4%

3aBucuT ot cdhepbl NPUMEHEHNS N MacLiTaba MHUMOEHTA.
B nepByto o4epenb OTBETCTBEHHOCTb NEXUT 2%
Ha nonb3oBarene

3aBucuT ot cpeabl UCroJsib3oBaHUA 2%

McTOvHUK: pe3ynbTaTbl aHKETUP OBaHNA 1 — oTaenbHbIN GomKkeT nnm B coctase UT- unu NB-6tomkeToB

KOMMNaHW BblgenstoT 6omxkeT Ha 3awmTty A1,
Hanbonee Bbicoka Aons KOMNaHUn ¢ OromkeTamMm Ha
3awmty M cpeon opraHmsaunm, kotopble cuyutarot A
OLHMM N3 TPeX MaBHbIX CTPaTErM4yecKnx NPpMopuTETOB
N KPUTUYECKN BaXXHbIM a5 KIMHYEBbLIX npoLeccos. bonee

OMNPOLLEHHbIX HE BbiOENSOT COOTBETCTBYOLWLMIA BroaKeT
UIn 3aTpyaHUNUCH C OTBETOM.

[Mpn aTom ONPOLLUEHHbIX KOMNaHuK, rae MW cuntaetca
cTpaTermyecknm NpMopuUTETOM, He BbILENSAOT BIoaXKeTbl Ha
3awuty NN,

Cpeau komnaHun, ana kotopbix M BaxkeH B OTAEMNbHbIX
npoueccax, bromxkeT Ha 3awuty W BbigenaeTcs nuilb
B Cny4aes.

OMPOLLEHHbIX NIIAHMPYIOT YBEMNYMTL TPaThl Ha 3aLLMTY
nn, ( ) HE NNaHUPYHT MHBECTULINA
WM XOTHAT OCTaBUTb UX Ha TEKYLLIEM YPOBHE; NULLb
NAaHUPYIOT UX COKPaTUTb.

Hanbonee nonynsapHasi Mogesnb OTBETCTBEHHOCTU —
BosnaratoT 3awuty cuctem U Ha pykosoautens UbB. B
psae criydaeB OTBETCTBEHHOCTb MOXET OblTb pas3mbiTa: B
Crny4yaeB OTBETCTBEHHbIN He onpeaeneH unu ero
3arpyaHUTENbHO 0603HaYNTD; Y PECNOHAEHTOB
OTBETCTBEHHOCTb 3aBUCUT OT KOHTEKCTA.
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Poccunckuin pelHOK Knbep3salmTbl CUCTEM
MCKYCCTBEHHOrO MHTEMNMEKTa HaxoauTCHa Ha HavasibHOM
cTaguu pasBuTuUS.

HecMoTps Ha akTMBHOE MUCMNOMb30BaHMe DOoNbLLMX
A3bIKOBbIX MOA€enen, CUCTEM C MOUCKOM MO
KOprnopaTUBHLIM Ja@HHbIM U NHTESNNEKTYanbHbIX
areHToB, cneuvanmnanpoBaHHble cpeacTBa 3almnTbl A
nokKa orpaHUYeHHo pacnpocTpaHeHbl. CornacHo
pesynstatamMm uccregoBaHusl, TONbKO opraHu3auunm
Y>Ke UCNOMb3YI0T pelleHns BHELLIHUX NOCTaBLUNKOB AJ1S
3awunTbl M-cuctem.

[Mpn 3TOM OCHOBHOW MOAENbIO obecneveHuns
6esonacHocTn NN octaoTcs BHYTpPeHHUE paspaboTku:

KOMMaHMN UCMOSb3yT COBCTBEHHbIE MEXAHN3MBbI
3alnTbl U KOoMNeTeHunn. Takasa cutyaumsa obbacHaeTca
Kak OTHOCUTENIbHOW HE3PENOCThLIO PbiHKA, Tak U
OrpaHUYEHHbIM NPeasIoKEHNEM Cneunanmn3mpoBaHHbIX
oTedeCTBEHHbIX NpoaykToB. OAHOBPEMEHHO elle
opraHusaunmn nNIIaHUpPyT BHEOPEHWNE BHELLUHNX
peLIeEHNI, YTO CBMOETENBLCTBYET O NOCTENEHHOM
dopMMnpoBaHUKM crpoca Ha AaHHbIe Knaccbl peLleHnH,
0CODEHHO Npu AanbHenwemM macwTabuposaHum
ncnonb3osaHua NN.

McTovHUKIN: aHanu3 nccnepoBaTenbCkon rpynmbl

B nocnegHne gBa roga B Poccun Ha4van
dopMupoBaTbCsa Knacc cneymanmanpoBaHHbIX
noctaBwmkoB™®: HiveTrace, InfEra Security, Strazh,
AppSec Solutions n gp. Ha pbIHOK BbIXOAAT
nnaTtopMbl KOPNOpPaTUBHLIX pa3paboTymKoB,
Hanpumep SOWA Al ot CbepTex.

MapannensHO OpMUPYETCHA PbIHOK YCNYT Mo
6esonacHocTn M. KoHCcanTUHIroBble N CEPBUCHbIE
HanpasfeHWsa pa3BuMBatoOT TakMe KOMNaHUK™, Kak
Swordfish Security, B.ZONE, 'K «Conap», Infosecurity
(Softline), Kaspersky (Kaspersky Al Security Team) n
Apyrne Urpoku pblHKa. Ix npegnoxeHus BKAYaroT
ayanT 3awmweHHocTn N-cnucrtem, OueHKy puckos,
TecTupoBaHue 6e3onacHoOCTU, pa3paboTKy NOMUTUK
6esonacHoro ncnonb3osaHusa A, conpoBoxaeHue
BHeZpeHus TexHonornn N B kopnopaTuBHOW cpeae.

B uenom pbIHOK peLueHumn

n ycnyr B cpepe knbepbesonacHoctn M B Poccun
Haxo4WUTCs Ha aTane nepexoga OT OTAESNbHbIX
WHMLUNATUB M MUNOTHbIX NPOEKTOB K (hOpMUPOBAHMIO
NMOSIHOLEHHOIo CerMeHTa.

* CNUCOK y4aCTHUKOB PblHKA HEMCYepnbIBaOLWMIA U AaH UMMCTPaTUBHO



OueHka 3penocTn AOCTYMHbIX HAa pbiHke UB- OcHoBHble npobnembl Ub-peieHnn gnsa 3awmTbl
Tonbko pecrnoHOeHTOoB yxe peweHun ana sawmtbl MU, % ot obLunx oTBETOB NN, % ot obLumx oTBETOB
NPUMEHSIOT Creunann3npoBaHHble
PELLEHUS OT BHELLHNX pa3paboT4mKoB 8%
ansa obecnevyeHnsa besonacHoctn UIA.

1% 23%

13%

[Mpu aTom roTOBbI UX
ncnonb3oBaTh B GnvkanieMm BpeMeHu,
XOTS Ha JaHHbIA MOMEHT 1%
He MPUMEHSIOT.

()
ypOBeHb MCrnoJib3oBaHNA BHYTPEHHNX S

0,
paspaboTok ans 3awutsl NN 19% 22%
cocraBnsaer — cenyac 310
OCHOBHbIE€ UHCTPYMEHTbI 3aLLUUThI.
JI[gD7 et PECTIOHAEHTOB BcTpeyatoTcs oTAenbHblE peLLeHns OTcyTcTBYE NpakTMyecKon anpobauum
HE NPUMEHAIOT centiac Il He 3Haem o roTOBbIX CneLManU3poBaHHbIX Hepocrarok cneumanmanpoBaHHbIX

N HEe pacCMarpuBaroT Takme peLleHns

> pewennin ans 6esonacHoctn U ot OTEYECTBEHHbIX PELLEHN
Ha Gnwkanwee BpemMs.

BHELUHIX paspaboT4nkos Il Buicokas cToMMocTb
OTtcyTcTBUE CKBO3HOM 3aWwmThl NN
Hn3kMn ypoBeHb MapKETUHIOBOM akTUBHOCTHU
CnoxHast niterpauuns n BHegpeHme

Bl [pyroe

Ha pblHKe OTCYTCTBYIOT HEOBXOOMMbIE PeLLEHNS
MHOXXeCTBO 3penbiX peLleHnin B 60bLLIOM CriekTpe

McTOvHUK: pe3ynbTaTbl aHKETUP OBaHNA Cymma poneit moxeT He paBHsATbCA 100% 13-3a oKpyrneHui CTpaHuua 24



YpoBEHb 3periocTV pbiHKa OTEYECTBEHHbIX KMbeppeLLeHnin

ansa 3awutbl M noka oueHmnBaeTcs Kak HEBbICOKUIA. JInLub
PECMOHOEHTOB CUMTAIOT, YTO Ha PbIHKE NPEeaCcTaBEHO
AO0CTaTOMHO 3penbiX pewweHun ans 3awmntsl AA. oTMevatoT
HanMune NULb OTAENbHbIX MPOAYKTOB, @ 3HaYMTENbHAs YacTb
pecnoHAeHTOB BOOOLLE HE 3HAaKOMa CO CreunanM3npoBaHHbIMM
PEeLLEHNSMM OaHHOTO Knacca.

Hanbonee BocTpeboBaHHbIE OYHKLMN — 3TO NPEAOTBpaLLEHNE
yTeyek AaHHbIx Yyepe3 U ( ), aBTOMaTMyeckaq sawumra
nepcoHarnbHbIX N KOHMAEHUNaNbHbIX AaHHbIX ( ), 3amTa
OT aTak 4Yepes 3anpochbl K Moaensam ( ), KOHTPOINb
NCNOMb30BaHUSA HECAHKLMOHMpPOoBaHHbIX VIN-cepBUCOB ( )

N 3alLmTa MHTENSEKTYanbHbIX areHToB ( ). 3HaunTENbHO
MEHbLUNIA MHTEPEC BbI3bIBAOT 3a4a4yu No 3almTe Mogenen or
KONUPOBaHUS 1 LMAPPOBON MapPKMPOBKK KOHTEHTA, YTO
CBUAETENLCTBYET O KOHUEHTPaLMM BHUMAHUS NMpeXae BCero Ha
3awmTe gaHHbIX U CHUXXEHMM ONepauMOHHbIX PUCKOB.

B uenom pesynbTatbl UCCnenoBaHNs MOKa3bIBakoT, YTO PbIHOK
nepexoauT OT CTaaum OCO3HaHMS PUCKOB K CTaaum
NPaKTUYECKOro BHeAPEeHMs cpeacTB 3awuTbl. [Mpu
OTHOCUTENBHO HNU3KOM TEKYLLEM YPOBHE UCMONb30BaHUSA
crneumanm3npoBaHHbIX peLleHun ( ) NOTEeHUManbHbIN
WHTEpPEeC K HUM B Tpu pa3a Bblwe. OgHOBpEeMEHHO
dopMuMpyeTCS 3anpoc Ha OTEYECTBEHHbIE NIErKOMHTErpMUpyemMble
N KoMnsiekcHble nnaTtgopMel, obecneyunsarowme sawmuty U Ha
NPOTSKEHNM BCENO XXU3HEHHOTO LMKNA.

MCcTOYHKK: pe3ynbTaTtbl aHKEeTUP OBaHUA

Ton-10 HanbGonee LeHHbIX (PyHKLUUIA BO BHELWHUX pelieHnsaX ana 6esonacHocty U,
% OT KONMMUYEeCTBO PECMNOHAEHTOB

10

MpenoTBpaLleHne yTeyek AaHHbIX B pelleHnsx NN 59%

ABTOMaTMYECKOE MackupoBaHue / 3aluTa

55%
MepcoHarbHbIX U KOHUOEHUMANbHbIX AaHHbIX

®dunerpayms NPOMNTOB M 3awuTa OT NPOMNT-aTak 41%

KoHTponb goctyna n 6510kMpoBKa CTOPOHHMX

30%
HeaBTOPM30BaHHbIX MHCTPyMeHTOB N
3awmra NN-areHToB OT HECAHKLMOHNPOBAHHbIX OENCTBUIA 27%
MOHUTOPWHT 1 KOHTPOSb MoAernen, paboTbl aBTOHOMHbIX
NN-cuctem n pelueHni, B T. 4. MOHUTOPWUHT aHOMasMK B 20%
pabote n otBeTax MN-monenen
HeTekTnpoBaHue "oTpaBneHnsa” gaHHbIX 20%
ABTOMATM3MPOBAHHbIN KOHTPOSb Ys13BMMOCTEN 20%
HeTekTnpoBaHue n 6nokMpoBKa BpeLOHOCHOMO 13%

(0]

WS HEKOPPEKTHOIo KOHTEHTa, BKItodasa U -cenkn

3awmta NN-mopenen ot Kpax

4%
(MN-wintosbl, BoasiHbIE 3HAKW, KPUNTO3aLLMTa)
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HacTosee nccnegoBaHme NocBsILLEHO BOrnpocam
KI/I69p3aLI.|VITbI CUCTEeM UCKyCCTBEHHOro
UHTEeIneKTa. I'Ipm 3TOM BaXXHO pasfinyaTtb NOHATUA
«6e3onacHoCTb MCKYCCTBEHHOro nHtenrnekra»
n «Ku6ep3au.mTa CUCTEM UCKYCCTBEHHOIro
UHTEeJINeKTay, NMNOoCKOJIbKY OHU ONMACbIBAOT pa3Hble,
HO B3aMMOCBA3aHHbIE KaTeropnmn pmcKoB.

Moa 6e30nMacHOCTLIO UCKYCCTBEHHOIO UHTENSEKTa
noHnmaeTca obecneveHne 6e3onacHoro,
HaOeXHOTo U KOHTponupyemoro noseaeHnsa -
cucTeM, NpeaoTBpaLleHne NpUYNHEHNS Bpena
yernoseky, 0bLecTBY Unn NHPPaCTPYKType
BCneacTeue owmnbok Mmoaeny, NpeaB3aToCcTy,
ranmounHaumm, HEKOPPEKTHOrO LienenonaraHns
UNn NoTepU ynpaBnsemMocCTW.

Mopg, knbep3aLmTon CMCTEM UCKYCCTBEHHOMO
WHTEennekKTa noHnvaercs 3awmta MN-cnctem ot
31I0HaMePEHHOIO BO3OENCTBUS, BKINOYas aTakm Ha
MOOenn, KOMNPoOMEeTaUN AaHHbIX, «OTPaBNeHne»
obyyvatomnx BbIBOPOK, coCTA3aTeSbHbIE aTaku,
aTakun Yepes3 MHCTPYKLUM, KpaxKy Mogernen u
komnpomeTtaumio NN-areHTos.

HecmoTpsa Ha pasnunyne uenen, sawmta A — ato
HeoTbemMIiemMas YacTb 6e30nacHoCTU
NCKYCCTBEHHOIO UHTENMeKTa.

McTovHUKIN: aHanu3 nccnepoBaTenbCkon rpynmbl

Bo MHOrux criyyasx HapyLLeHMe 3alULLLEHHOCTH
MoZenn HenocpeacTBEHHO NPUBOOMT K
HapyLUeHnto ee 6e30nacHOro yHKLUMOHUPOBAHWS.
Hanpumep, «oTpaBneHune» oby4datowmx gaHHbIX
MOXET N3MEHNTb NOBEAEHNE MOLENN U MPUBECTU K
OLUMBOYHbBIM peLleHnsIM, cocTA3aTeNbHbIe aTaku
CNOCOOHbI BbI3BaTb HEKOPPEKTHYIO
Knaccugukaumo 00bEKTOB B KPUTUHECKN BaKHBIX
cucTemax, a atakm Yyepes UHCTPYKL MM NO3BOSAIOT
00Xx0oanTb BCTPOEHHbIE OrpaHn4eHUst BOMbLUMX
A3bIKOBbIX Mogesien. 1o aTon npuynHe
COBpPEMEHHbIE KOHLENLUUN A OBEPEHHOro
MCKYCCTBEHHOTIO UHTEeNJIeKTa paccMmarpusatoT
3awmnty NN kak ogmH n3 obasartesnibHbIX 3r1EMEHTOB
obecneyveHus ero 6e3onacHOCTN Hapsiay C
HaOEXHOCTbIO, NPO3PaYHOCTbI0, OO BACHMMOCTLIO U
yrNpaBnsaemMocTbtO.

3a nocriegHve HeCKorbKO NeT perynmposaHue
NCKYCCTBEHHOMO MHTENIeKTa BO BCEM MUpe
CMECTUNOCH OT 06X NPUHLUMMIOB
«otBeTcTBEeHHOro » K npakrnyecknm
TpeboBaHMAM MO YNpaeBneHo pUuckamu,
yCcToM4MBOCTU U kKnbepbesonacHoctn NN-cuctem.
OpHoBpeMeHHO NpoucxoanT cornmxeHne
perynupoBaHus M 1 TpagnuumoHHon
NHOPMaLNOHHON Be30MacHOCTM.

KuTtain passuBaeT perynvpoBaHue Yyepes
crneunanmsMpoBaHHble HOpMaTUBHbIE aKTbl U
TEXHUYECKNe cTaHaapTbl. basoBbIM JOKYMEHTOM
aBnsaTca «BpemeHHble Mepbl MO ynpaBneHuo
cepBucCamMu reHepaTUBHOIO MCKYCCTBEHHOro
MHTeNneKTay, ycTaHaenmeatoLne TpeboBaHns K
oLleHKe ©e30nacHOCTH, 3aLUMTe AaHHbIX U
ynpaeneHuo pyckamu. JONoNHNTENbHO
pa3BMBaKOTCA HaUMOHasbHble CTaHa4apTbl U
pekoMeHaaumn no ynpassieHnio 6e30nacHOCTLIO
W B pamkax 0esaTenbHOCTU TEXHNYECKOro
komuteta TC260.

B CLUA kntoueBbIMM AOKyMeHTaMK sBnstoTcs YKas
Mpe3aungeHTa CLUA Ne 14110 «O 6e3onacHom,
3aWMLLIEHHOWN 1 3acnyXuBaloLwwen JoBepus
pa3paboTke U UCnosnb3oBaHUUN UCKYCCTBEHHOro
MHTenneKkra» n paspabotaHHaa HaumoHanbHbIM
WHCTUTYTOM CTaHgapToB U TexHonorun CLUA
«Cucrema ynpaBneHmsa puckamm
MCKYCCTBEHHOTO UHTeNsIeKTa». 3TN LOKYMEHTbI
3aKpennsT PUCK-OPUEHTMPOBAHHBIN NOAXOA,
Heo6X0aMMOCTb TECTUPOBaHNS 6e3onacHOCTU
MoZzenen, OLEHKN yrpo3 1N BHeApPeHUs1 Mep
KOHTPOSIA Ha NPOTSAXKEHNU BCEro XM3HEHHOTO
umkna MN-cucrem.
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B EBponenckom coto3e OCHOBY perynupoBaHua
cocraBnset PermnameHT EBponenckoro corosa o6
MCKYCCTBEHHOM MHTennekre. [lokymeHT
yCTaHaBnmBaeT obsa3artenbHble TpeboBaHusa Ans
BbICOKOpPUCKOBbLIX MIN-cnctem 1 npsamo BKItoHaeT
knbepbesonacHOCTb B NepeqeHb TpeboBaHum K UX
HaEeXHOCTU 1 YCTOMYnBOCTU. B eBponenckon
mMogernm 3awmta N paktnyeckn paccmatpuBaercs
Kak cocTtaBHasi YacTb obecrnedeHus 6e3onacHoCcTu
nn.

B Poccun cneunanunsnposaHHoe perynvposaHue
3awmtbl M Haxogutca Ha ctagum opMUPOBaHUA.
B HacTosiwee Bpems TpeboBaHmsi K 6e3onacHoCTH
N pacnpocTpaHsaoTes Yepes ENCTBYIOLLYIO
CUCTEMY perynmpoBaHnsa MHOOPMaLMOHHON
6e3onacHocTu. Kntoueoe 3HadeHne nmeert lNMpukas
PCTIK Poccum ot 11 anpensa 2025 r. Ne 117,
yCTaHaBMvBaloLLNI COBPEMEHHbIE TPEOOBaHMS K
3awmTe rocygapCrBeHHbIX MHGOPMAaLIMOHHbIX
cucteM B YacTu npumeHeHua U, TapannensHo
pa3BMBaETCA CMCTEMA HaLMOHaNbHbIX CTaHO4ApTOB
MO NUCKYCCTBEHHOMY WHTENMEKTY, BKIOYas

FOCT P 59276-2020 « CucteMbl UCKYCCTBEHHOIO
uMHTennekra. Cnocobbl obecnevyeHns nosepus»
n ctaHgapTbl TexHu4yeckoro komuteTta 164
«MCKyCCTBEHHbIN UHTENMNEKT».

[anbHenwmnm CyLleCTBEeHHbIM 3Tarnom cTario

McTovHUKIN: aHanu3 nccnepoBaTenbCkon rpynmbl

npuHaTMe PegepanbHoro 3akoHa «O nopgaepxke
pa3BUTUA TEXHONMOMMMU UCKYCCTBEHHOIO
nHTennekra B P®». [1okyMEHT 3akpenusi NoHATUS
B cdhepe NI, npuHUMNbI rocperynmupoBaHus, Mepbl
NOAAEPKKN U OCOBEHHOCTU NPUMEHEHUS BOMNbLUMX
dyHOaMeHTanbHbIX Mogesien. 3akoH Takke cosaan
NMpaBOBYIO OCHOBY Ansi TpeboBaHM K
BesonacHocTn, JoBeputo U Mmapkuposke NN-
KOHTeHTa. [Npu 3TOM OH Npegnonaraet A
AanbHenLWwyo AeTanusaumio Yepes akTbl
MpaBuTtenbcTtea PP n Beoomcrs.

[MapannensHo ¢ perynmpoBaHnem hopmmnpyeTcs
MeXAyHapoaHasa cuctema crneumannanpoBaHHbIX
CTaHOapTOB U METOONYECKNX (PPENMBOPKOB.
Hanbonbluee 3Ha4eHne B 3TOM KOHTEKCTE UMEIOT
Cuctema ynpaBneHusi puckamm UCKyCCTBEHHOTO
umHtennekra (NIST Al RMF), NMpodunb
ynpaBneHusi puckamuv reHepaTtuBHOro
uckyccreeHHoro uHrennekra (NIST Al 600-1
Generative Al Profile), Basa 3HaHui no yrpo3sam
ANA CUCTEM UCKYCCTBEHHOrO UHTENMEeKTa
(MITRE Adversarial Threat Landscape for Artificial-
Intelligence Systems, MITRE ATLAS), Oecatb
Hanboree KpUTUYHBLIX Yrpo3 Ans NpUsIoXKeHUun
Ha OCHOBe OoNbLUNX A3bIKOBbLIX Moaenen
(OWASP Top 10 for LLM Applications), a Takxe
MeXayHapogHble cTtaHaapTbl «Cuctema

MeHeKMEeHTa UCKYCCTBEHHOIO UHTEeSIeKTa»
(ISO/IEC 42001) n «YnpaBneHne puckamm
uckyccrBeHHoro nHtennekra» (ISO/IEC 23894).
BaxHyto ponb nrpaet MITRE ATLAS, koTopbin
CTaHOBUTCS OTpacneBon 6a3on 3HaHUI Mo yrpo3am
n atakam Ha N-cuctembl, aHanormyHon MITRE
ATT&CK B TpaguumoHHown knbepbesonacHocTn. B
Poccum Takxke hopmMmupyroTcs cooCTBEHHbIEe
cpenmBopkn 6esonacHocTu UM c yuetom
0ocobeHHOCTeN HauMoHarnbHbIX 3a4ad, NOSINTUK U
perynupoBaHus (AlI-SAFE, SAIMM v gp.)

Takum 06pa3om, MMpoBasi TEHAEHUMS 3aKIio4aeTcs
B MPWU3HAHUK TOTO, YTO 3aLumTa CUCTEM
MCKYCCTBEHHOIO UHTENMEKTa — CaMOCTOATENbHOE
HanpaeneHne knbepbesonacHocTn, TpedytoLlee
creumanmaMpoBaHHbIX MOAenen yrpos, METOA0B
TECTUPOBAHUS U CPEACTB 3aLUUTDI.

BesonacHoe pyHKkumMoHpoBaHue cnctem NN
HEBO3MOXHO 6€e3 ero 3almLEeHHOCTH OT
npegHamMmepeHHoro sosagencrend. IMeHHO NoaTomy
COBpPEMEHHbIE pPerynaTopHble MHULMATUBI,
CTaHA4apThbl M OTpacnesble PpenMBOPKN BCe Yalle
paccmarpuearoT 6e30NacHOCTb 1 3aLMLLEHHOCTb
MCKYCCTBEHHOIO MHTENIeKTa Kak equHyo cUctTemy
TpeboBaHu K JOBEPEHHOMY U Be3onacHomy
CO30aHUI0 N MPUMEHEHNIO UCKYCCTBEHHOTO
WHTEennekTa.
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B gononHeHne K ckazaHHOMY Bbllle, B&XXHO OTMETUTb, YTO
MCKYCCTBEHHbIN UHTEMNNEKT ABMSAETCH HE TONbKO 06 bEKTOM
Knbepyrpos, Ho 1 hakTopoM popMMUPOBaAHUS HOBbIX

Kb eppuruCcKoB N NHCTPYMEHTOM aTakylwmx. [eHepaTmuBHble
mogesim u M-areHTbl MOryT UCnosib30BaThbCA
3MN0YyMbILLSIEHHUKAMM 18 aBToMaTn3auum nomcka
YSA3BUMOCTEN, (PULLMHIA, CO34aHUA BPE4OHOCHOro Koaa,
AnndpenkoB 1 Apyrmx atak, o4HOBPEMEHHO OCTaBasiCb
3PP EKTUBHBIM NMHCTPYMEHTOM 3alnTbl. Taknm obpasom,
W npeactaBnset cobon TEXHONOMMIO ABOWHOIO
Ha3HayeHns1, yCUNMBaIoLLY0 BO3MOXHOCTU KakK
3alWMTHUKOB, TaK U aTaKyoLKX.

MexxayHapoaHble nccnegoBaHus nokasbiBatoT, UTO 6u3Hec
y>Xe OCO3HaeT 3TOT BbI30B: 87% opraHusauum OTHOCAT
puckK, ceasaHHble ¢ A, kK yncny Hanbonee 6bICTPO
pacTyLmnx Kndepyrpos. AHanornyHas TeHgeHums
Habntogaetcs n B Poccun: bonee AByx TpeTen KoMnaHum
yKasblBaloT Ha puCK ucnonb3oBaHua N gns
aBToMaTmu3auum passegkm n atak, a 40% komnaHum
oTMevatoT, YTo MN-areHTbl co3gatoT HE TONbKO HOBbIE
BO3MOXXHOCTW ANsi aBToMaTm3auum 6usHec-npoLeccoB, HO
N CTAHOBATCHA CAMOCTOATENIbHBIM NCTOYHMKOM

KN eppunckos.

Hanbonee akTyanbHble Yyrpo3bl, CO34aBaeMble
c nomouwbio UU, % ot oTBETOB

ABTOMaTu3auusa 18%

pasBeaku u atak

Mopaenka ronoca, BMAEO 3
- 14%

nnmn nobpaxeHnn (deepfake)

[eHepauns BpeaoHOCHOro 14%

Koaa

3noynoTtpebnenue N-areHtamu 12%

HeaBTopun3oBaHHbLIE OEUCTBUA 3

12%

NN-areHTOB

OULWKWHT 1 coumnanbHasga 10%

NHXXEHEePUS

MaHunnynaumnsa noBegeHmem 10%

W yepes BxoaHble JaHHble

MaccoBas nepcoHanunsaunsa atak 8%

Hpyroe 3%

McTOvHUK: pe3ynbTaTbl aHKETUP OBaHNA Cymma fionew moxeT He paBHATbCA 100% un3-3a okpyrneHui
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®P1HAHCOBbLIN CEKTOP OTHOCUTCS K YMcny Hanbornee
NPOABUHY TbIX OTPacnen No YPOBHIO
cTparternyeckoro socnpuatuna UN.

duHTEX aKTUBHEE cpeaHero ucnonwesyet VA

B KITMEHTCKUX CEPBUCAX, MAPKETUHIE

N nepcoHanusaumun, paspabotke MO, BHYTPEHHMX
nomMmoLlHuKax, B npoueccax b u kak 4acTb
KNMNUEHTCKNX NpoayKToB. MNoHMMmasi 3Ha4MMOCTb
NN onsa GusHeca, oTpacrnb HaxXoAUTCA Ha aTane
nepexofa ot hopmarnbHbIX TpeboBaHun

K NpakTnyeckomy ynpasneHuo MN-pnckamm.

B oTnuyure ot MHOrmx otpacnen, rae gokKyc Yawle
OCTaeTcsi Ha 6a30BbIX PUCKAX YTEYKM AaHHbIX,
PUHTEX CUIbHEE aKLEHTUPYET PUCKU, CBA3AHHbIE C
nosegeHnem U: maHunynaumen yepes BxogHble
AaHHble, HeaBTOPU30BaHHbLIMU aencTenammn NN-
areHToB, PerynaropHbIMU U KOMMSIaeHC-PUCKaMW.
Puck yTedkn gaHHbIX Yepes MW ocTaercs maBHbIM,
HO €ro 3Ha4YMMOCTb OLIEHUBAETCH HECKONBKO HMKE
cpenHero no BCen BbIOOPKE, YTO MOXET
CBMAETENLCTBOBATL O Bonee 3penbix MexaHm3mMax
KOHTpPONS AaHHbIX.

OI'IpOLLIeHHbIe KOMMaHUn1 oTpacriin AeMOHCT PUPYOT
YPOBEHb KOHTPOJIA UCMNOJ1Ib30BaHUA 1%
COTpyAHMKaMu BbilLE CpeaHero.

MCcTOYHKK: pe3ynbTaTtbl aHKEeTUP OBaHUA

Hanbonee kputn4yHbie pucku ana UN-cucrtem,

% OT 0OLMX OTBETOB

YTeuka gaHHbIx yepes A

3noynoTtpebnexune n
HeaBTOPM30BaHHbIE OENCTBUS
NN-areHTOB

PerynsaTopHble 1 KoMMnaeHc-
PUCKK

FannounHaumn,
HeaETEPMMHNPOBAHHOCTb U
HEKOpPEKTHasi reHepaums KOHTEeHTa

KomnpomeTaumsi AaHHbIX U
MCTOYHNKOB 3HaHUIA

"OTpaBnenne" gaHHbIX Unm
Moaernen

MaHunynaums nosegennem N

Opyroe

17%

16%

16%

14%

13%

1%

10%

3%

Cymma fionew moxeT He paBHATbCA 100% un3-3a okpyrneHui

[ons komnaHun oTpacnu, KoTopble
cuutarot UM cTpatermyeckum
NPUOPUTETOM UIN KPUTUYECKN
Ba)KHOW TEXHOMOMMEn Ans KroyeBblX
npoL,eccos , YeEM B
CcpenHeM y OnpoLLEHHbIX B paMKax
nccnegoBaHUA KOMMaHUN.

YpoBeHb (huHTEXa MO
NCNOJSTb30BaHUIO 6OMbLUNX SA3bIKOBbIX
mogenen, MN-arentoB n cuctem A
C [JOMONTHEHHbLIM NMOUCKOM Mo 6asam
3HaHWNI HaxoOUTCS

Yale cpegHero ucnornbayoTca
3aWMLLEHHbIE CXEMDbI
pa3BepTbiBaHns UN:

PECNOHAEHTOB - B YACTHOM KOHTYpe,
N Takas e 0onA UCnonb3yeT rmbpua,
4YacTHOro u NybrMYHOro KOHTypa.

OMPOLLUEHHbIX MOTHOCTLIO UMK
ckopee yaooeneTsopeHbl 3awmron A
(no cpaBHeHuo ¢ 41% B cpegHem).

YunTbiBas 60MbLUYH0 3HAYMMOCTb,
O0Nsi opraHM3aumin, BblaenmBLLINX
Gromket Ha 3awuty NN, Ha

BbilLe, YeM B CpeaHeM Mo BbIOOpKe.
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Ton-11 mep 3awmTel UU, KoTOpbIe e peanusyroTcs B opraHmsaumsx, Mpodunb puckos, cBA3aHHbIX ¢ W, oTpaxkaeTcs B Mepax 3alumTbl: KOMMNaHUK

% OT OMPOLLEHHbIX OpraHM3aLmm OTpacnu valle BHEAPSAOT He TOYeYHbIE OrpaHUYeHUs, a NoMHOLEHHbI
OonepauUnoHHbIN KOHTYP KOHTPOSS — 3alUTY OAHHbIX, XXYpHanvMpoBaHue 1
1 ) BawwmTta gaHHbIX npy pabote ¢ A 69% ayauT, unsrpaumio 3anpocoB, HENPEpPbIBHbIN MOHUTOPUHI, UHTErpaumio
cobbiTun MM B SOC, KOHTPONb aBTOHOMHbIX peLleHnin, pazsopadmsaHme N

2 KypHanvposaHve n ayanT 69% B YaCTHOM KOHTYype. Mo Mepe pocta aBToHoMHOCTM U noTpeGHOCTY ByayT 1
pabotel W [anee cMeLaTbCa K MHCTPYMEHTaM MOCTOSIHHOMO MOHUTOPUHIA, ayauTa w1

3 KoHTponb 3a ncrnons3osaHnem NN cotpyaHukamu, 63% KOHTponsa nosegeHusa I B peanbHbIx BusHec-npoueccax.
ynpasrierie poctynom k UA-cucremam Cpeawn Ton-5 npyoputetoB 3awutbl M Ha bnwkaniwee Bpems:

4 ) OunsTpauns N KOHTPONb 3anpocos Kk A 63% 3awmrta NN-areHTOB —

(1)

5 OOy4eHune coTpyaHukoB 6esonacHoMy 63% ® (56% pecriotinexTos)
Uenons30Baknio A OpMUPOBaHWeE cTpaTernm n NonMTUK sawmTel N

6 OrpaHvyeHns 1 W3kl 4ns 56% 3alnTa faHHbIX 1 3HaHWI
NiN-cepsucos AyauT 1 TectupoBsaHue U

vé HenpepebiBHbIn MOHUTOPUHT paboTe! MU 50% WcnonbaosaHne N B 3aKpbITOM KOHTYpe
(BbIIBNEHME @HOMAarnUn U OTKNOHEHU NOBEOEHWS) . .

- 25% onpoLueHHbIX PUHTEX-KOMMAHUA OXMAAKT CyLLECTBEHHbIN POCT

8 KorTponb pabote! asToHOMHbIX V-petuenmit 50% nHBecTMUMn B kndepsawmty A (npotme 9% B cpeaHem) B Grivxkanwume 1-2
1 W-aretTos roga. 25% yxe NPUMEHSIIOT cneumanm3mpoBaHHble BHelwHne Nb-peluenns

g ) VnTerpaums cobbitui A B ueHTp 50% (npoTB 16% B cpeaHeMm). Mpu 3TOM 2/3 ONPOLLEHHbIX UCMOMNb3YHT
MOHWUTOpPUHra 6e3onacHocTy BHYTpeHHMe paspabotkm ans 3awmTbl . OTpacnb CTpouT 3awmTy cama,

10 YnpaBneHue X13HEHHbIM LIMKIIOM 449 TECTUPYET BHELLHME peLleHns n obecnevmBaeT pocT BrogKeTa Ha 310
mogenen N HanpaereHne. 3TO NO3BOSISIET pacCcMaTpmBaTb (PUHTEX Kak OAHY U3 Hanboree

5 3penbIX MHOYCTPUIN C TOYKK 3pEHNS (DOPMMPOBAHUS CNpoca Ha
11 ) 3awmta MCTOYHUKOB 3HAHUM N AAHHbIX 44% CrieLManvaupoBaHHbIe PeLueHnst anst 3awmTsl U,
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dUHaAHCOBbLIN CEKTOP OAHMM U3 NEPBbIX
Hayan MaccoBO BHEAPATb UCKYCCTBEHHbIN
NHTENNEKT B NPOLIECCHI, CBA3aHHbIE C
NPUHATUEM peLlleHuin, obpaboTkomn
KITMEHTCKNX AaHHbIX, aHTUGPoa-CUMCTEMaMM
N aBTOMartmsaumen cepBncos. Npu aTom
Mbl BUAUM, 4TO passutne M npoucxoant
3HauYUTeENbHO BbICTpEE, YeM
dhopMupoBaHne eguHblX NOLXOAOB K €ro
BGesonacHocTu.

[na guHTexa aTto 0Co6eHHO
YyBCTBUTENbLHO: Ntobas owmnbka mogenu,
yTeyKka OaHHbIX, MaHMMNyNAumns
anropuTMamm Unu HegocrtaTodHas
NPO3pPaYyHOCTb pPeLEeHNn HanNpPsIMyo BNNSET
Ha OeHbIV KNMEeHTOB, AOBEpUE
nonb3oBaTenen n CoOOTBETCTBUE
perynaTopHbIM TpeboBaHNAM

AnekcaHgp ToBcTonun
PykoBoautenb ynpaBneHus
MHdopMaLMOHHOMN 6Ge30NacHOCTMH,
Accounaumnsa ®uHTex

PuHTEX AEMOHCTPUPYET Nepexon oT
aKCnepnMeHTanbHoro ucnons3osaHua NN k
€ro NPOMbILLISIEHHOMY BHEAPEHUIO B
KrtoyeBble BusHec-npoueccol. [Jna oTpacnu
N cTtaHOBUTCA HE OTAENBbHOWN
TEXHONOrM4YeCckom MHULMATUBOMN, a
3NeMeHTOM onepaunoHHON apXUTEKTYPHI,
BNUSIOLWNM Ha KNMEHTCKNE CEPBUCHI,
pa3paboTky, aHTudpoa, 0d6paboTKy AaHHbIX
N NPUHATUE peLleHnn. OTo hopmupyeT
bonee BbICOKNM YpOBEHb TpeboBaHUM K
HaAEeXHOCTU, NPO3PaYHOCTU U
ynpasnsemoctu W-cuctem.

C TOYKM 3peHnst NHHOOPMaLIMOHHOW
BGesonacHOCTH 3pernocTb puHTEXA
nposiBNAeTcsl B TOM, 4YTO ynpasneHne NA-
pUCKaMu Ha4YMHaeT paccMaTpuBaTbCs Kak
YacTb 0oOLLero KOHTypa
KnbepycTon4YnMBOCTM.

Ha nepBbin nnaH BbIXOOAT HE TONbKO
3alumTa AaHHbIX M KOHTPOSb 40CTyNa, HO U

MOHUTOPUHT noBeaeHna NN-areHTos,
ayauT peLleHmnin, KOHTPOb aBTOHOMHbIX
aencTeum n nnterpaymns MN-cobbitnin B
npoueccbl SOC 1 kKoMmnnaeHca.

B nepcnektuBe MMEHHO PUHTEX MOXET
cTaTb OPUEHTUPOM ONA APYrMX oTpacrien B
dopmMuUpoBaHNUM NpakTUK GesonacHoro
BHeapeHua VIN. PbiHOK OyaeT cmelaTbeo
OT OTAENbHbIX 3aLUTHbIX PEeLUEHUN K
KOMMAEKCHbIM nnaTdopmam ynpasneHus
NWN-pnckamun, roe 6e3onacHoOCTb
CTaHOBUTCH HE OrpaHNYUTENEM
WHHOBAaL N, @ HeOBXOOMMbIM YCITOBUEM
macwTabuposaHuna N B Kputndeckmn
BaXKHbIX npoueccax

Cepren lemnpos

OvpekTop AenapTtameHTa
onepaumoHHbIX PUCKOB,
MHdopMaLMOHHON 6e30nacHOCTH
HenpepbIBHOCTU OM3Heca, MockoBcKas
Oupxka
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MCcTOYHKK: pe3ynbTaTtbl aHKEeTUP OBaHUA

C TOYKM 3peHnst NPOMBILLSIEHHOM KOMMaHUM CyLLEeCTBYIOT
[ABa pa3HOHanpaBSieHHbIX BEKTOpa: 3awmTa camoro A n
npumMmeHeHne A ana sawmtsbl HGpacTpykTypsbl. 1o
nepBomMy — oTtpacrb noka onvpaetrca Ha OWASP LLM Top
10, mogenb yrpo3 ot Axgekca n T. ., HO TpaKTyeT yrposbl
doparmMeHTapHoO. B HaCTOALMN MOMEHT CTaHOapTbI U
npakTu4eckne Nnogxoabl HAXoAATCA B npouecce
cTtaHoBneHus. ToveudHble cpencrea Bpoae LLM-davpsonos
eLle NpoxoadaT npoBepky 6o0em NpoTnB AMHAMUYHO
MYTUPYIOLLUX aTak, U UX pearnbHbli NoTeHuman eLle
NpeacTouT NoATBEPAUTD.

Yxe cemnvac MOXHO YBEPEHHO rOBOPUTL O TOM, YTO
obecneyeHme 6e30MacHOCTN HEBO3MOXXHO B€e3 MoTHOM
BoBreYyeHus paspadorumkos . [ina BHeapeHus NN B
TEXHOMOrM4Yeckmne NPoLLECChHl KOMMNaHUM BaXXHbIM SIBIISIETCS
npuMeHeHne npuHumna Secure By Design, KOTOpbIN Mbl
ucnonb3yem npu paspabotke NT-cuctem. IMeHHO noatomy
OYeHb BaXXHO MOAXO4UTb OTBETCTBEHHO K (DOPCMPOBAHHOMY
BHegpeHuto I B TexHoNorm4yeckme npoLecchbl B KPYMHbIX
KoMnaHusax. Peyb naer He 0 ToM, YTOObl CBEPHYTb BCE
NPOEKTbl 4O TEX NOp, Noka MMPOBOW knbepbes gopacTteT Ao
HY>XHOro YPOBHS 3penocTtu B obnactu 3awmtbl A

Anekcen MapTbiHLUeB

OvpekTop [NenapTameHTa 3aWwmTbl MHOpMaL UM
n UT-uncppactpykrypsbl, HopHukenb

Hanbonee kputnyHbie pucku ana UA-cuctem,
% OT 00LLUMX OTBETOB

YTeuka gaHHbIx Yyepes A 20%

KomnpomeTaumsi AaHHbIX 1 18%
MCTOYHMKOB 3HaH WA °
PerynatopHble n KomnsiaeHc-

16%
PUCKM

[rannoumHauum,
HeaeTepMUHNPOBAHHOCTL U 14%
HeKoppeKTHas reHepaums KOHTEHTa

"OTpaBneHne" gaHHbIX Unu

- 12%
mMoaenen

3noynoTtpebneHune n
HeaBTOPM3OBaHHbIE OeNCTBUSA 10%
NN-areHTOB

Manunynsaums nosegeHvem A 4%

Opyroe 4%

Cymma fionew moxeT He paBHATbCA 100% un3-3a okpyrneHui

[ons komnaHun oTpacnu, Kotopble
cuutatot UM cTpaternyecknmv
NMPUOPUTETOM UITN KPUTUHECKN BaXKHOM
TEeXHOrorven Ans KroyeBbIX
NpoLeccoB, COCTaBnsAeT (MeHbLLe,
YyeMm cpenHui nokasarenb 35%). [ons
opraHusaumin, HaxodaLWKNXca Ha cTagum
NUNOTHBIX MPOEKTOB, AOCTUraET
npoTtuB 16% B cpegHemMm.

OCHOBHbIe cLueHapum NPUMEHEHNS:
BHYTPEHHME NOMOLLHVKU 1 MOWCK MO
6a3aM 3HaHWI; KOMNBLIOTEPHOE 3peHne
N BUOeoaHanMTuka asToMaTtusaums
o6paboTkm gokymeHToB. OTpacnb
nMaMpyeT Mo NCMosib30BaAHMIO
knaccuyeckoro ML. N-areHTbl (36%
npotunB 46%) n cuctemol N c
AONOMHUTENBHBLIM MOUCKOM No 6aszam
3HaHUM pacnpocTpaHeHbI criabee.

[lona Tex opraHu3aumn, KTo He
yaoBrneTtsopeH 3awmton W v roe He
BblaeneH 6romkeT Ha 3awuty NN,
NpeBbILLAET cpeaHMe nokasaresnm no
BbIOOpPKe, YTO CBUAETENBLCTBYET O
MeHbLLEM DOKYCe BHUMAHUA Ha
AaHHyto obnactb BHegpeHus V.
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Ton-11 mep 3awmTbl UU, KOTOpbIE YXKe peann3yroTcs

% OT ONPOLLUEHHbIX OpraHn3aumi

B OpraHu3auusx,

10

11

O6yyeHune coTpyaHunkoB 6esonacHoOMy
ncnons3osaHuo A

KoHTponb ncnonb3osaHus NN coTpyaHukamu,
ynpasneHune gocrynom kK -cnctemam

XKypHanupoBaHue n ayaut
paboTtbl N

3alumMTa UCTOMHMKOB 3HaHWUIA U JaHHbIX

WHTerpauusa cobbitun N B LeHTp
MOHUTOPMHIa 6e30nacHoOCT

KoHTponb paboTbl aBTOHOMHbIX VA-pelueHni
n M-areHToB

OrpaHunyeHna u Wno3bl ns
NI-cepsucos

dunbTpaumna n KOHTPONb 3anpocos K A

PerynapHoe tectmpoBaHne N Ha yCTOMYMBOCTb K atakam

N3onauma sblumcnexHnin A
(B TOM Ymcne Ha annapartHOM YpPOBHE)

YnpaeneHue Xn3HeHHbIM LUKIIOM
moaenen N

MCcTOYHKK: pe3ynbTaTtbl aHKEeTUP OBaHUA

91%

73%

55%

45%

45%

45%

45%

45%

36%

36%

36%

1. dopmupoBaHmne cTpatermm n nonMTUK sawmtsl A
2. 3awmTa AaHHbIX U 3HaHUW

3. KoHTponb «TeHeBoro ncrnonb3osaHus» N

4. Ncnonb3oBaHne N B 3aKpbITOM KOHTYpe

5. OBbyyeHne komaHg

JTO OTpaxaeT fnepexon oTpacny oT cTagun SKCNeprMeEHTOB
K cucteMHomy ynpasneHuo NN

Bce 60nbLuyto BaXKHOCTb NpobpeTaeT KOHTPOSb
ncnonb3osaHusa N-mogenen coTpyaHMkamm KoMmnaHum B
pabounx uensax. Mbl ctapaemcs aHanManpoBaTtb, B YEM
COCTOMT 3anpocC COTPYOHUKOB Ha ucnosnb3osaHue VA, n
Y4UTbIBaTb 3TO NpU pa3paboTke BHYTPEHHUX Moderien, YToobl
3aKpbITb nMetoLMeca NoTpedbHocTM 6e3onacHbIM CnocoboM.
B ToM uncne paspabatbiBaeM COOTBETCTBYHOLLME BHYTPEHHME
npasuna n TpeboBaHus, AOHOCUM UX 40 COTPYAHUKOB.
[MosiBnAOTCS BO3MOXHOCTU Ucnons3osaHusa MW ans pelueHns
OTAENbHbIX NPO3BOACTBEHHbIX 3a4a4y Npu yCrioBUK
TLLATENbHOrO KOHTPOSISA CO CTOPOHbI oyHKUmMK NB

Anekcen MapTbiHUEB

OupekTop [lenapTtamMeHTa 3awmTbl MH¢popmaumm n UT-
nHdpacTpykTypbl, HopHukenb
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HecmoTpsa Ha To 4TO Aonga KomnaHun, cumutarowmx A
cTpaTermyecknm Nnn KPUTUYECKN BaXKHbIM,
HaxoOMUTCA YyTb HUXE cpegHero, oTpacrib
AEMOHCTPUPYET OANH N3 CaMblX BbICOKMX YPOBHEMN
npakTudeckoro BHeapeHus . KomnaHum oTpacnu
bonee aKkTMBHO, YeM JpYyrne peCnoHOeHTbl,
ncnonb3yrT U B: KNIMEHTCKNX YaT-60Tax 1 KOHTaKT-
ueHTpax (100% nporme 60% B cpeaHeMm);
KOpnopaTUBHOM MOWUCKE U BHYTPEHHUX NOMOLLHUKAX;
aHanMTUKe 1 NPorHosnpoBaHuu; paspabotke MO; NA-
NpoayKTax Ans KNMeHTOoB.

YpoBeHb 3awmTbl A noka oTcTaer or TeMnoB ero
BHeapeHus. XapakTepHo, YTo 60MbLIMHCTBO
KOMMaHMWN cKopee He ya0BrneTBOPEHbl TEKYLLIMM
ypoBHeM 3awmTbl A 1 npusHatoT HeoBXoaMmMocTb
pasBUTUS creunanmanpoBaHHbIX Mep 6e30nacHOCTM.

Puteinn n e-comm xapakrepusytorca Hambonee
BbIpaXX€HHOW MO CPaBHEHWUIO CO CPeaHUM
KOHLEHTpaLuMen pUCKoB, CBA3AHHbLIX C JaHHbIMU
(yTeukn gaHHbIX, KOMNpoMeTaunst AaHHbIX,
OTpaeneHne JaHHbIX), KOPPEKTHOCTbIO paboTel U n
3awuton N-arenTos.

Boree akTtyanbHbIM, YeM Ana Apyrux orpacnen,
ABNSETCS BOMNPOC HEKOHTPONMPYEMOIO TEHEBOrO
ncnonb3osaHus W cotpygHukamu.

MCcTOYHKK: pe3ynbTaTtbl aHKEeTUP OBaHUA

Hanbonee kputn4yHbie pucku ana UN-cucrtem,

% OT OBLLUUX OTBETOB

YTeuyka faHHbIx Yyepes U

annoymnHaumn,
HegEeTEPMMHUPOBAHHOCTL U
HEKOPPEKTHAasA reHepaunst KOHTEHTa

KomnpomeTaumnst AaHHbIX 1
NCTOYHUKOB 3HAHUM

" "
OTpaeneHune" aaHHbIX nnm

mogenen

3noynoTtpebnenune n
HeaBTOPU30BaHHbIE AENCTBUS
NW-areHTOB

Manunynaumsa nosegeHvem A

PerynaTopHble 1 KoMnnaeHc-
PUCKM

Apyroe

Cymma fionew moxeT He paBHATbCA 100% un3-3a okpyrneHui

23%

18%

15%

13%

13%

8%

8%

3%

[ons komnaHun oTpacnun, KoTopble
cuutatoT U/ ctparermdecknm
NPUOPUTETOM UM KPUTUHECKN BaXKHON
TEXHOJSIOrnemn Ans Kno4veBbIX NPOLLECCOB,
cocTaBnseT (no cpaBHeHwuto ¢ 35%
B cpeaHem). OCHOBHOM hOKYyC —
ncnonsb3oBaHne I B oTaenbHbIX
npoveccax (bonee NONOBUHbI
OMNPOLLEHHbIX).

KomnaHum otpacnu 6onee akTMBHO
npumeHsitoT UN-areHToB, cnctemsl A
C JOMONMHUTENbHbLIM NONCKOM Mo 6asam
3HaHnK, foobyyeHHble MA-mooenu.

OTpacnb 4Yalle cpeaHero
pasBopadunBaeT M B 3akpbiTOM
KOHTYpE, YTO CHIKaEeT YacTb PUCKOB,
CBsI3aHHbIX ¢ BHewHnmn NI-cepBucamum,
HO noBblIWaeT TpeboBaHUs K Ka4ecTBy
OaHHbIX U 3awmTte nHpacTpykTypbl AN.

OMPOLLEHHbIX NOMTHOCTLIO NN
ckopee yaoBrieTBopeHbl 3awmTton A
(no cpaBHeHwMto € 41% B cpegHem). [ona
KOMMaHuW, rae BblaeneH bomKkeT Ha
3awuty NN, MeHblLe, YeM B cpeaHeM no
o0OLwen Bblbopke.
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Ton-10 mep 3awmuTbl U, KoTOpbIe yXKe peanu3yroTcs B opraHu3auusix,

% OT ONPOLLEHHbIX OpraHn3aummn

10

KoHTponb ncnons3oBanus A cotpygHukamu,
ynpaenenune goctynom Kk M-cuctemam

3awmTa gaHHbIX npu padote ¢ A

O6yyeHune coTpyaHukoB 6e3onacHoOMy
ucnonb3osaHuo A

duneTpayms 1 KOHTPOrb 3anpocoB K A
YnpasreHue XXU3HEeHHbIM LMKIIOM

moaenen N

OrpaHnyeHna u Wno3bl ns

NI-cepBucos

3awuTa NCTOYHNKOB 3HAHNIN N OaHHbIX
KoHTponb paboTbl aBTOHOMHbIX VIA-pelueHni

n -areHtoB

XypHanvposaHve n ayont
pabotbl A

WHTerpaumsa cobbitnin A B LeHTp
MOHUTOPMHIa 6e3onacHoOCTn

MCcTOYHKK: pe3ynbTaTtbl aHKEeTUP OBaHUA

100%

90%

70%

60%

50%

50%

40%

40%

40%

30%

PykoBoacTtBysicb npodoumnemM pucKoB, KOMNaHUM OTPacnu CyLLECTBEHHO Yalle
cpeaHero BHeAPsIOT KOHTPOSb ncnosb3oBaHua A coTpyaHnkamm, 3awmrty
AaHHbIX, hynbTpaumnio 3anpocoB K N, n3onaunto BblYUCIIEH U, MAapKUPOBKY
N naeHTNdMKaLmo KOHTeHTa, cosgasaemoro NW. OTpacnb pexe NHBeCcTupyet
B MOHUTOPVHT 1 ayauT N, SOC-uHTerpaumto, YTo co3gaeT NoTeHUmasbHbIN
pa3pbiB Mexay mactabom ncnonb3oBanns MM n KoHTponem.

Cpeau Ton-5 npuoputetos 3awmnTbl A Ha Gnwkanwmnm roa;
1. Vicnonb3oBaHne N B 3aKpbITOM KOHTYpEe

2. 3awura gaHHbIX U 3HaHUI

3. dopmupoBaHune cTtpatermm n NosIMTUK 3awmTsl A

4. KOHTpOnb TEHEBOIO UCMNoSb3oBaHua N

5. Oby4yeHne KomaHp

MHTepecHO OTMEeTUTb, YTO 3awwmta N-areHToB Nnoka He paccMaTpmBaETCS Kak
Brmxanwmn NpUopuUTET Ha Brivxkanee Bpems.

Tpwn YeTBEPTU PECMNOHAEHTOB OXUAAKT yBENIMYEeHUs NHBecTUnin B 3awmty A
B Gnwxanwme 2 roga, 60MnbLUMHCTBO N3 HAX — HA YMEPEHHOM YPOBHE.

UccnedosaHue xopowo ompaxaem cumyauyuro 8 ompacrnu. MU yxxe akmueHo
UCIIO/Ib3YemCs 8 KITKHYE8bIX KIUEHMCKUX U OfepauyUuOHHbIX rpoyeccax — om
rnepcoHanu3ayuu u aHmugbpoda 0o NN-aceHmMoes 8 noddepxke u eeHepayuu
KoHmeHma. lNpu amom yposeHb 3awjuueHHocmu camux U-cucmem 4acmo He
riocriegaem 3a memramu 8HEOPEHUS. 3mo 0bwul 8bI308 Orisl pPbIHKa

Kupunn MsakuweB
OvpekTop no nHopmaumoHHomn 6esonacHocTn, Ozon
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Mo mepe Toro kak M ctaHoBUTCA Bas3oBon TexHoNormen LndpoBon
9KOHOMWUKMN, a reHepaTnBHble mogenu u MA-areHTbl HaunMHaT
BCTpanBaTbCA B KNoYeBble ODM3HeCc-nNpoLuecchl, BoNpockl 3awwunTtbl A
nepexoaNnT u3 kateropum 3agady Ha byayuiee B obnactb
npakTU4YecKon HeobxoaMMOoCTH.

B pamkax nccnegoBaHmsa Mbl CTPEMUNUCH MOKasaTb, YTO
6e30nacHOCTb NCKYCCTBEHHOMO MHTENNEKTa nepecTtaeT ObiThb
9KCNepuMeHTasribHOW UM HULLIEBOW TEMOW U NMOCTEMNEHHO
npeBpaLlaeTcs B HOBY NMOSHOLEHHY TEXHOMOMNIO pbiHKA
MHopMaLMOoHHOM B6e30nacHOCTMW.

[MoBanbHbIN PbIHOK YXXe (hopMUpPYET HOBbIE KNacChl PpeLleHun:
MeXCeTeBbl€ dKpaHbl U 3aLmTHble MexaHnambl ansa A, 3awuta NA-
CUCTEM BO BpPEMSI BbINOMNHEHUS, 6e3onacHocTb NA-areHTOB, LWMO3bI
6esonacHoro goctyna k A, ynpasnenne UN-puckamm n
ncnons3osaHnem N, cpeactea 3awmtel Mogenen, gaHHblix n NA-
NHppacTpykTypbl. OQHOBPEMEHHO pPa3BMBAETCS PbIHOK
cneumanmnampoBaHHbIX yCnyr. Kak y>ke rosopunochb, PblHOK ABUXETCS
OT TOYEYHbIX CPEACTB 3aWnTbl K N1aTdOPMEHHbLIM NoAX0AaM.

[MpoBeaeHHbIN B paMKax uccriegoBaHus onpoc nopsgka

60 poccuncknx opraHM3aunmn nokasbIiBaeT, YTO POCCUNCKNN PbIHOK
3awmTel UM noka HaxoguTcs Ha paHHEM aTane pa3BuTuUs, Korga
cneunann3mpoBaHHble peLUeHns U yCryrm ToNbKo (hopMUpPYOTCS.
OpfHako MHTepec K TeMe HEYKINOHHO pacTeT. MHOrme KoMmnaHum yxe
BHeapstoT reHepaTuBHbin W n MN-areHToB, napannensHo
dopmupys npouecchl ynpaesnenua MA-puckamm, KOHTposs
ncnone3osaHus M n cneuynanmsanpoBaHHble MEXaHU3MbI 3aLLUThI.

OagHoBpEMEHHO CTAHOBUTCHA O4EBUOHO, YTO TPAANUMOHHbBIX CPEACTB
b yxe HegocTtaTouyHo ang 3awmtel MA-cnctem, a cteneHb
Pa3BUTOCTU PELLUEHNI N O6bEM MHBECTULUMUI B AHHYO TEMATUKY Ha
POCCUNCKOM pPbIHKE YCTynaeT rnobanbHbiM nNpakTukam. OTo co3gaeT
KaK BbI30Bbl, TaK 1 BO3MOXHOCTU 41151 pa3BUTUSA OTE€YECTBEHHbIX
NoCTaBLUMKOB TexHornornm n ycnyr Ub.

B nepcnektue cnocobHoCTb 6e30nacHO BHEAPATb U MCMONb30BaTb
N moxeT cTaTb HE TOSIbKO BOMNPOCOM 3aLUnTbl, HO U OOHUM U3
BaXXHbIX (PaKTOPOB YCTONYNBOCTM U KOHKYPEHTOCNOCOBHOCTN BM3Heca
n BCeN UM PoBON IKOHOMUKMU.
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B1

Cepren Canos

[MapTHep pynnbl komnaHun b1
sergey.salov@b1.ru

[Mpu yyactnum crapwiero MeHemxepa
AHHBI NaTpakoBOW 1 KOHCYNbTaHTa
AHrenuHsbl NpoxopoBown

K «Conap»

Mapusa Kyp6artoBa

PykoBoguTens rpynnbl MapkeTUHIOBOW aHannTuku
K «Conap»

Bacunuin MMpoOLWKKUH

MeHemxep no paboTte co cTapTranamu

n TexHonornyeckumm naptHepamm 'K «Conap»,
pykoBoauTtenb nporpammel CyberStage

[Mpn yyactnm gnpektopa no BEHYYPHbIM
nuBectnumam n naptHepcrteam 'K « Conap»
BnagucnaBa Paccka3oBa

ADT

AnekcaHgp ToBcTtonun

PykoBoguTternb ynpasneHna MHGPOPMaLNoOHHOM
©e3onacHocTn Accoumauymm PuHTex

Cepren JlanuH

QKenepT no nHpopmaynoHHom 6esonacHoCTn
Accounaunm duHTex

HiveTrace

EBreHnn KokynkuH

OcHoBarernsb, reHepanbHbI anpektop HiveTrace
MUBaH BacuneHko

[lMpeKkTop MO KNNUEHTCKOW CTpaTernm

ABTOpbI BblpaxatT NPU3HaTENbHOCTb BCEM
y4YacTHUKaM onpoca, a Takke nepcoHanbHO
crnegyroLlmnm aKcnepTam:

- Cepren emmngos, MockoBckas bupxka

- Anekceun MaptbiHUeB, HopHukernb

- Kupunn Msaknwes, Ozon

- [enunc CyntaHos, BKC

- AnekcaHgp Wenunos, PocTtenekom
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NHdopmaums, cogepallasaca B HacTosilwen nyénukaunm, npegHasHadyeHa nuwb ans obwero
O3HaKOMJIEHUS, B CBA3M C YEM OHA HE MOXET CNY>XUTb OCHOBaHWEM A1 BbIHECEHUS
npogeccnoHanbHoro cyxkaeHus. pynna komnaHnm b1 n gpyrne aBTopbl UCCnegoBaHNsA He HECYT
{ OTBETCTBEHHOCTM 3a yuwep6, NPUUNHEHHbIN KakMM-Nnbo nuuam B pesynbTate AeNCTBUSA UK OTKasa OT
| e OENCTBMA Ha OCHOBaHUM CBEOEHWUN, cCoaepalwmxca B gaHHON nybnukauun. Mo BCeEM KOHKPETHbLIM
BOMpocam criegyet obpallaTbCa K cneumanmcty No COOTBETCTBYOLLEMY HanpaBneHuo.
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O M'PYMIME KOMMNAHWN B1

pynna komnaHui b1 npepgnaraet MHoronp odunbHbIE
ycnyrv B ccpepe ayauTa, ctpaTern4eckoro,
TEXHONOrM4eckoro N GUsHec-KoOHCanTUHra, CAenok,
OLIEHKW, Haoroobnoxe HWsi, NpaBa U Conp OBOX/AEHNSI
6n3Heca.

Mbl paboTaem cahbilwe 35 net B Poccun n Gonee 25 net
B benapycu. 3a aTo Bpemsa B koMnaHusiX rpynmbl
co3faHa cunbHasi KoMaHga cneunanucToB ¢ 0GLUIMPHBIMU
3HaHUSIMM 1 OMbITOM peanu3aLum CIoXHEeNLLNX
NpoeKToB. Hawa npakTvka npeacraBneHa B 12 ropoaax:
Mockse, MuHcke, BnagmBocroke, Ekate puHbypre,
KasaHnwn, KpacHogape, HoBocubupcke, PoctoBe-Ha-[oHy,
Camape, CaHkT-lNetepbypre, Tonbattn n YenabuHcke.

['pynna komnaHu B1 nomoraeT KnneHTam
HaxOAUTLHOBbLIE peLIeHUs, pacCLUNPATh,
TpaHCOpPMUpPOoBaThb U YCMELLIHO BECTU CBOIO
[eATeNbHOCTb, @ TaKXe NoBbILATb CBOK (hMHAHCOBYIO
YCTOMYMBOCTb M KAAPOBbLIN NMOTEHLMarn.

© 00O «b1 — KoHcanTy, 2026

Bce npasa 3aLwmLLeHbl.

O I'PYNME KOMNAHWUN «COINAP»

pynna komnaHun «Conap» — nvmanpytoLLnmin nposangep
KoMNrekcHon knbepbesonacHocTu. KntoueBble
HanpaBneH Vs AeiTENbHOCTU — MpeaocTaBneHUE ycnyr
1 CEPBUCOB B 06nactu MHAOP Ma Lo HHOM
6e3onacHocTu, pa3paboTka cobcTBEHHbIX UB-
npoaykroB, o6y4yeHne Nb-cneunanicToB, aHannTuka u
nccrnenoBaHue Kub epuHLMaE HTOB.

C 2015 roga npepocrasnset Nb-peweHus
opraHv3auusam oT Manoro 6usHeca 40 KpyMHeRLLnX
npeanpusTUA Kntoyesblx oTpacnen. Mog sawmton
«Conapa» — 6onee 1 500 KpynHENLLNX KOMNAHWIA
Poccun. Komnanns pabotaet B HanpaBrneHusx
6e3onacHoi pa3paboTkn NporpaMMHOro obecneyeHuns,
ynpaBneHus 4OCTyMnoM, 3aLLU1Tbl KOPMNOPaTUBH bIX
AaHHbIX, A4eTEKTMPOBaHNSA XakepckiX aTak U yrpos, Yro
MO3BOMSET 3aKPbIBaTb MakCcMMyM NOTpeBHOCT en
3aKa34mKoB.

[pynna koMnaHui npeanaraet cepB1Chbl NePBOro U
KpynHenwero B Poccun kommepyeckoro SOC — Solar
JSOC, akocucremy ynpaensembix cepsucos VIb — Solar
MSS. No gaHHbIM He3aBUCUMbIX aHanMTUKOB, « Conap»
BXOOMT B TOM-5 eBponenckux 1 ton-15 mMnpoBbix cepBuC-
nposangepos no obbemy GusHeca.

Pa6oTa ueHTpa uccnegoBanus knubepyrpos Solar 4RAYS
HalerneHa Ha nsy4yeHue TakTuK KMbepnpe CTyMHUKOB.
[Mony4eHHble aHanUTUYeckne AaHHble oboraLuaT
pa3paboTku LieHTpa TexHonorui knbepbe3onacHoOCTy.

JInHenka cobcTBEHHBIX NPOAyKTOB BKMtovaeT DLP-
peweHue Solar Dozor, wnto3 Be6-6e3onacHocTn Solar
webProxy, IdM-cuctemy Solar inRights, PAM-cucre my
Solar Safelnspect, aHanusatop koga Solar appScreener,
peLle HWe A aBToOMaTU3aL M MOHUT OpUHra U
pearvpoBaHus Solar SIEM n gpyrue.

Ob ACCOUMALIUN PUHTEX

Accoumnauma PuHTex yupexgeHa B koHue 2016 r. no
nHnumatmee baHka Poccum u kito4eBbIX Y4acTHUKOB
(hVMHaHCOBOrO pbiHKA Kak MeXoTpacrieBas nnowazaka ans
B3anMopgencTems 6aHkoB, CTpaxoBblx U AT-komnaHuii,
npodeccrMoHarnbHbIX Y4aCTHUKOB PbIHKa LieHHbIX Gymar,
TENeKoM-orne paTopoB, (PUHTEXOB U perynsTopa.

B Hactoswwmin momeHT B coctaB ADT BxoaaT: baHk
Poccun, Cbep, BTB, Anbda-baHk, Masnpombank,
HauwnoHanbHas cuctema nnatexHbix kapt (HCIK), T-
BaHk, PanidpdpanseHbaHk, PoccenbxosbaHk, JOM.P®,
MockoBckasi Bupa, Ctpaxoson [lom BCK, NCB,
CoBkombGaHk; accolumpoBaHHble YneHbl: Ak bapc baHk,
PHKO «lMnaTtexHbii ueHTp», MTC, PocTenekom,
AnbdaCtpaxoBaHue, Kanutan Jlaid CtpaxoeaHue
YKunsHu, MockoBckuin kpeguTHbIi 6aHk, Kpegut EBpona
BaHk (Poccusi), Bavk CuHapa, AHgexc, LieHTp-MHBecT,
OTI BaHk, «OnacodT», «dnekcCod1», AButo, T1, PEL
CO®T, bunawiH, BINC, baHk To4vka, YK «JOXO0 by,
PECO-lapaHTtusa, BaHk BEPP, MTC BaHk.

O HIVETRACE
(OO0 «XAUBTPEWUC»)

«XanBTpenCy» - pocCUNCKast KOMMaHus,
cneunanusupyollasica Ha 6esonacHocTu

MCKYCCTBE HHOTO MHTENNeKTa n paspabotke peLueHnn
Ons 3awutel kopnopaTtueHblx MeHU-cuctem. Komnanus
paspaboTana n npoJonkaeT pa3BMBaTb 1 NpoABUraTb
Ha pbIHKE NpoAykTbl, 06ecnevnBatowme 6e3onacHoCTb
BHeApeHus u akcnnyataumm U, B T.4.:

HiveTrace Al Firewall - cucrema moHutopuHra -
cuUcTeM B pearibHOM Bp EMEHMU:

HiveTrace Red - aBTomatn3npoBaHHbIv red-teaming ans
nn:

KomaHpa HiveTrace o6begnHseT MHXEHEPOB 1
nccnegosaTtenen 6esonacHocT W, cotpygHuyaet ¢
BeOyLWMMM By3aMu U y4acTByeT B Pa3BUTUU OTPaCNEeBbIX
CTaHOapToB, Co3AaBasi MONHOLLEHHbIV LIMKIT 3aLUUTbI:
TECTUPOBaHWE, MOHWUTOPUHT 1 NpeJoTBPalleHne aTak.

B wraTe komnaHnmn pabotatT akcnepThl B obnactu Data
Science n knbepbe30nacHOCTH C YCMELIHbIM OMbITOM
pa3paboTku n BHeapeHus MO B kKomnaHWsax Macwtaba
KpYMHbIX KOMnaHuin. CoTpyaHuKmM “Xanstpenc’
perynsipHO y4acTBYHOT B NP OUIEH biIX KOH® epEHLUSIX,
BbICTYNalOT B KAYeCTBe CNMKepoB B BebuHapax,
nogkacrtax u galT akcnepTHble koMMeHTapun B CMA.


https://rt-solar.ru/
https://rt-solar.ru/
https://rt-solar.ru/
https://www.fintechru.org/
http://hivetrace.ru/
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